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PABOYASA NPOrPAMMA YYEEHOW OUCLUMNNUHBI
61.0.46 OcHoBbl ynpaBneHus nHgpopmaLlMoHHOM 6e30NacHOCTLIO

1. Koag v HaumeHoOBaHMe HanpaBeHusi NOAroToBKM / cneyuanbHOCTU:
10.03.01 NHdopmaumoHHas 6e3onacHOCTb

2. Mpocdmnb noarotToBkM / cneymnanusauus/maructepckas nporpamma:
BesonacHOCTb KOMMbITEPHbLIX CUCTEM

3. KBanudwmkauma (cteneHb) BbINYCKHUKA:
Bakanasp

4. dopma oby4eHuUs:
OuyHas

5. Kacheppa, oTBevarLwas 3a peanmsaumio gUCLUNIUHBI:
Kadbenpa texHonormmn ob6paboTtkum 1 3awmTtbl MHopmMaumm

6. CocTtaBMTENM NPOrpaMmmbi:
Banbix Cepren Apuesud, kKaHOMAAT TEXHUYECKUX HayK

7. PekomeHaoBaHa:
npoTtokont HMC ®KH Ne 5 o1 05.03.2024 .

8. YueOHbIM roa: 2027-2028 CemecTtp(bl): 7

9. Llenn u 3apgaum yuyeO6HON ANCUUNIIUHbBI

Llenamun ocBoeHus y4ebHOM ANCLUMNITUHBI ABMASIIOTCS:

N3y4yeHne OCHOB W OBageHne NnpakTUYeCcKMMM HaBblkamun NIaHUpoBaHUSA, pas3Bep-
TbiIBaHWS 1 NOAOEPXKAHUSA KOMMNIIEKCa pPernamMmeHToB 1 nNpoueayp, HanpaBneHHbIX Ha MUHK-
MU3aLMI0 PUCKOB HapyLleHus nHgopmMaumoHHon 6e3onacHocTn npu paspaboTke, conpo-
BOXOEHUN N NPOEKTUPOBAHUN MH(OPMALMOHHBIX CUCTEM Pa3fIMYHOrO Ha3Ha4eHust; Nony-
YeHne NpodeCcCcnoHarbHbIX KOMNETEHLMI B 06NacT COBPEMEHHLIX TEXHOMNOMMN 06paboTKK
N 3aWmTbl MHOPMaLUW.

3agayn gucuUUnmmnHbI:



- OCBOEHWe CTyaeHTaMu NonoXeHun n TpeboBaHni, COBPEMEHHbBIX HOPMATUBHO-
MeTOAMYECKNX AOKYMEHTOB, pernameHTUpyroLwmnx mepsbl, obecnednsatoime MHPoOpMaLmoH-
Hyto 6€30NacHOCTb NH(POPMALMOHHBIX CUCTEM PA3NNYHOIO Ha3HAYEeHUS;

- dopMmnpoBaHune NpeacTtaBneHns o cMcTtemMe ynpaBreHnsa MHpopMaunoHHon 6es-
ONacHOCTbIO B OpraHmn3aumnu;

- OBMnajeHue npakTM4eCcKMMN HaBblkaMn pa3paboTKu CUCTEMbl LOKYMEHTOB, pe-
rmameHTupytowmnx TpeboBaHua n mepbl, obecnevmsarome MHPOPMaLNOHHYO Gesonac-
HOCTb B MH(POPMAaLIMOHHbIX CUCTEMAX Pas3fIYHOro Ha3Ha4YeHus, paspaboTkn Moaenm yrpos,
BbISIBNEHNSA U aHanm3a pMCcKOB UHPOpMaLMOHHON Be3onacHoCTy;

- (bopmupoBaHme npeacraBneHnsa o npoueaypax NiaHMpPoBaHUS U NPaKTUYECKOM
peanusauumn NpoLeccoB, HarnpaBeHHbIX HA MUHUMU3ALMI0 PUCKOB MHPOPMaLMOHHOM Be3-
ONaCHOCTM M KOHTPOMS BbIMOSTHEHUS Mep MO 3awunTe MHPOPMALMOHHBLIX CUCTEM, pasnuy-
HOro HasHayeHus.

10. MecTo y4ye6HOM AncUMNNMHBLI B cTpyKType OOIT:

AuncumnnuHa otHocuTes K 6roky B1.0 o6a3aTtenbHbIX AUCUMNNNH.

[ns ycnewHoro ocBOEHNSA AUCUUNIIMHBI HEOBXOAMMbI BXOAHbIE 3HAHUA B 06nacTu
OCHOB MHGOpMaLMOHHOM 6e30nacHOCTU, NporpaMMHo-annapaTHbIX CPeACTB 3alunTbl UH-
dopmanmm, Kpuntorpauiecknx MeTOA0B 3almnTbl MHGPOPMaLMK, OPraHM3aLUMOHHO 1 Npa-
BOBOM obecneyeHnn nHdopMaLnoHHON B6e30nacHOCTH.

11. MnaHupyembie pe3ynbTaTbl 060y4YeHMUA No AaucuunanHe/Moaynio (3HaHUA, YMeHUs,
HaBbIKU), COOTHECEHHbIE C NNaHupyeMbIMU pe3yribTaTaMu ocBoeHUA obpa3oBaTterb-

HOMN nporpamMmmbl (KOMneTeHLWIHMVI) N MHANKaToOpaMnN UX OCTUXEeHUSA.

MnaHvpyemble pe3ynbTaThl 0byye-
HWsI

Kog | HassaHwue komne- | Kog(bl) WuaukaTop(bl)
TEHUMU
OlMK | CnocobHocTb npu- | OFIK- | 3HaeT OCHOBbLI:  POCCUINCKOM
-5 MEHATb HopMaTuB- 51 npaBoOBON CUCTEMbI N 3aKOHO-
Hble npaBoBble AatenbcTBa, NpaBOBOro CTa-
aKkTbl, HOpMaTuB- Tyca NIMYHOCTU, opraHmn3aumm un
Hble U MeToauye- OEeATenbHOCTU OpraHoB rocy-
CKMe [JOKYMEHTbI, JapcTBeHHon Bnactn B Poc-
pernameHTupyto- cunckon Pegepauuu;
wne neaTenb- Or1K- 3HaeT OCHOBHbIE MOHATUA U Xa-
HOCTb MO 3aluTe 5.2 PaKTEPUCTUKY OCHOBHbLIX OT-
MHpopmaLum B pacrneu npasa npMMeHsieMblX B
chepe npoeccu- npodeccuoHanbHoOn aesTenb-
OHarbHoOM aes- HOCTW OopraHu3aumu;
TEINbHOCTH OrK- 3HaeT OCHOBbl 3akoHOOaTENb-
53 ctBa Poccuiickon depepaumu,
HOpMaTUBHbIE NPABOBbLIE AKThI,
HOPMaTUBHbIE N METOANYECKNE
OOKYMeHTbI B obractu nHdop-
MaUuoHHOW ©e3onacHocTn W
3aWnTbl MHHOPMaLMK, NpaBo-
Bble OCHOBbI OpraHusauuu 3a-
LWMTbI rocyaapCTBEHHON TalHbI
M KoHdmaeHumansHon mHdop-
Mauuu, NpaBoOBYI XapakTepu-
CTUKY MpecTynneHun B cdepe
KOMMbIOTEPHOW MHpopMaunn n
Mepbl MPaBOBOW U AUCLUNIIU-
HapHOM OTBETCTBEHHOCTN 3a
pasrnaweHve  3awumiaemon
WHopmauuu;
OlK- 3HaeT npaBoBble OCHOBbI Opra-
5.4 HM3aUUM 3alinTbl NepcoHarnb-

3HaThb:

OCHOBbI POCCUMINCKOW NpPaBOBOM
CUCTEMbI U 3aKoHOAaTenNbLCTBA, Npa-
BOBOr0O CcTaTyca NMYHOCTW, OpraHu-
3auMM M OesaATenbHOCTU OpraHoB
rocyaapcTBeHHon Bnactu B Poccuin-
ckon depepaumm;

OCHOBHbIE MOHATUS U XapakTepu-
CTMKY OCHOBHbIX OTpacrnen npasa
NpMMeHsAeMbIX B npodeccrnoHanbs-
HOW OeATeNnbHOCTU OpraHmM3aLmuy;

OCHOBbI 3akoHogaTtenscTea Poc-
cumnckon degepaunm, HOpMaTUBHbIE
NpaBoBbl€ aKTbl, HOPMATUBHbLIE U
MeToaMyeckme OOKyMeHTbl B obna-
CTn uHopmaumnoHHon GesonacHo-
CTM1 1 3aWUTbl MHCpOpMaLUK, NpaBo-
Bble OCHOBbI OpraHu3auuu 3aluThbl
rocyaapCTBEHHOW TalHbl U KOHU-
OeHumanbHoM nHdopMaLuuK, npaeo-
BYIO XapaKTEePUCTMKY NPECTYMNIEHUN
B cpepe KOMMbIOTEPHOM UHOPMa-
L1KN U Mepbl NPaBoOBOM U ANCUUNNN-
HapHOW OTBETCTBEHHOCTU 3a pas-
rnaweHuve sawuiiaemon nHgopma-
717

NpaBoOBblE€ OCHOBbI OpraHM3aLmm
3alMTbl NEPCOHaNbHbIX AaHHbIX W
OXpaHbl pe3ynbTaTOB WHTENNEKTY-
anbHONM AesTENBHOCTH.




HbIX JaHHbIX U OXpaHbl pe3yrib-
TaTOB WHTENneKTyansHon aes-
TENbHOCTYU;

Or1K-
55

ymeeT 060CHOBbIBaTbL peLue-
HUS, CBSA3aHHble C peanusa-
uMen npaBoOBbLIX HOPM MO 3a-
lwmTe uHopmaumm B npege-
nax [OMKHOCTHbIX 06s13aHHO-
cTen, npeanpuHnMaTtb Heobxo-
OVIMble Mepbl MO BOCCTaHOBIE-
HWIO HapYLLEHHbIX NpaB;

OrK-
5.6

yMeeT aHanua3npoBaTb M pas-
pabaTbiBaTb NPOEKTbl fokasnb-
HbIX MPaBOBbIX aKTOB, MHCTPYK-
LM, pernaMmeHToB 1 opraHmaa-
LIMOHHO-pacnopaanTenbHbIX
OOKYMEHTOB, pernameHTupyto-
Wwmx paboty no obecneveHuto
WHopmaLmnoHHor BesonacHo-
CTV B OpraHvsauuu;

OrK-
5.7

ymeeT hopMynmpoBaTb OCHOB-
Hble TpeboBaHUs Npu NMUEH3M-
poBaHWM [esATEeNbHOCTN B 0O-
nactu 3awmTtbl MHopmauuw,
cepTudukaumMm 1 arrectaumu
no

OrK-
5.8

ymeeT bopMynMpoBaTb OCHOB-
Hble TpeboBaHus no 3awure
KOHMAeHUMansHon  nHGop-
Mauuu1, NepcoHanbHbIX AaHHbIX
N OXpaHe pe3ynbTaToB WHTEr-
nekTyanoHOW AeATEenbHOCTU B
opraHm3aumu;

YMeTb:

000CHOBbIBaTb peLUeHUs, CBS-
3aHHblEe C peanu3aumen NpaBoBbIX
HOpPM MO 3awwute MHdopmauun B
npepenax gOMMKHOCTHbLIX 0653aHHO-
cTen, npegnpvHumaTe Heobxoaw-
Mble Mepbl MO BOCCTaHOBMEHUIO
HapyLUEHHbIX Mpas.;

aHanuampoBaTb W paspabartbl-
BaTb MNPOEKTbl JIOKamNbHbIX MpaBo-
BbIX aKTOB, UHCTPYKLUIA, pernameH-
TOB 1 OpraHn3auMoHHO-pacnopsaam-
TenbHbIX JOKYMEHTOB, pernameHTu-
pyrowux paboTty no obecneveHuto
WHcpopmaumoHHon 6e3onacHoOCTM B
opraHusauuu;

opMynnpoBaTb OCHOBHbIE Tpe-
©oBaHUs Npu NULEH3NPOBaHUN Oes-
TEenbHOCTU B obnactu 3awmTbl UH-
dopmauuun, ceptudmnkauumn n aTte-
cTauum no TpeboBaHuaMm 6Gesonac-
HOCTW UHbopMaLnK;

hopMynnpoBaTb OCHOBHble Tpe-
©oBaHMs Mo 3awuTe KOHPMOEHLM-
anbHOM MHdopMauun, nepcoHasnb-
HbIX AaHHbIX M OXpaHe pe3ynbTaToB
WHTENNeKTyanbHOW [OesATenbHOCTU
B OpraHvsauuu.

BnapeTb:

NpakTU4ecKMMM HaBblikaMun dop-
MupoBaHusi TpeboBaHuiA Gesonac-
HOCTM MWH(popMauum aOns pasnuu-
HbIX KITACCOB W YPOBHEW 3alLMLLEH-
HOCTM MHCPOPMALIMOHHbLIX CUCTEM.

OlK
-6

CnocobHocTb Mpu
peLueHun npodec-
CVOHarbHbIX  3a-
day  opraHv3oBbl-
BaTb 3aluTy WH-
dopmauuun  orpa-
HUYEHHOTO no-
cTyna B COOTBET-
CTBWM C HOpMaTUB-
HbIMW MPaBOBbLIMU
aktamu,  Hopma-
TUBHLIMU U METO-
ONYECKMMU  [OKY-
MeHTamn  Pepge-
panbHOW Crny>0bl
6esonacHocTn
Poccuiickon  ®de-
pepaunn, depe-
panbHOW  Crnyx0bl
No TEXHUYECKOMY
n 3KCMOPTHOMY
KOHTpOo

OrK-
6.1

3HaeT CUCTEMY HOPMAaTUBHbIX
NpaBOBbIX aKTOB U CTaHAApPTOB
no nuueH3npoBaHuio B obna-
CcTn obecneveHus 3aLmTbl roc-
yOapCTBEHHOW TaWHbl, TeXHU-
Yeckon 3aluTbl KOHUOeHUU-
anbHoOW nHopmaumm, No aTtre-
cTauum obbeKTOB MHpopMaTU-
3aumu n cepTudukauum
CpeAcTB  3awWmuTbl  UHOpMa-
umnu;

OllK-
6.2

3HaeT 3aJa4yuM opraHoB 3aLUUTbI
rocy1apCTBEHHON TaWHbl WU
cnyx6 3awnTtbl MHOpMaLmu
Ha NpeanpusaTUsX;

OrK-
6.3

3HaEeT CUMCTEMY OpraHV3aLuoH-
HbIX Mep, HanpaBreHHbIX Ha 3a-
LWUTY MHPOPMALMK OrpaHnYeH-
HOro JocTyna;

3HaThb:

CUCTEMY HOPMAaTUBHBLIX MpaBo-
BbIX aKTOB W CTaHAAPTOB MO JNIULEH-
3upoBaHuio B obrnactn obecneye-
HMA  3aWwuTbl  FrOCYy4apPCTBEHHOM
TarHbl, TEXHNYECKOW 3alnTbl KOH-
dmaeHumnansHon nHgopmMaumm, no
aTTectauumn obbekToB MHopMaTK-
3aumm n ceptTmdmkaLmm cpeacTs 3a-
LWNTbI MHCpOopMaLmK;

3ajayn opraHoB 3alUuTbl rOCy-
[apCTBEHHOW TaWHbl U Cryx6 3a-
WNTbl MHGOPMAaLMK Ha npeanpus-
TUAX;

CUCTEMY OPraHM3aLMOHHbIX Mep,
HanpaBIiEHHbIX Ha 3alnTy MHAGOP-
MaLMn OrpaHNYeHHOro 4oCcTyna;

OrK-
6.4

ymeeT paspabaTtbiBaTtb MNpo-
€KTbl WHCTPYKUWUIA, pernameH-
TOB, MOJSIOXXEHWA W NPUKA30B,
pernameHTUpYoLWmnX  3aLuTy
MHGOpMaUMM  OFPaHUYEHHOIO
JOCTyna B opraHusaumu

OlK-
6.5

ymeeT onpenenntb noJnMTUKY
KOHTPOJ1d O0CTyna paGOTHI/IKOB

YmeTb:

pa3pabatbiBaTb MNPOEKTbl  WH-
CTPYKUWIA, pEerrnamMeHToB, MOJoXe-
HAA W MPUKa30B, perrnameHTupyto-
WKMX 3aWwnTy nHdopmaumm orpaHu-
YEeHHOro JOoCTyna B opraHu3aumu;




K MHGOpMaLMK OrpaHNYEeHHOro
[oCTyna;

onpeaenuTb NOSIMTUKY KOHTPONSI
poctyna paboTHUKOB K WMHopMa-

OrK- ymeeT hopMynmMpoBaTb OCHOB- | LMK OrpaHNYEeHHOro AocTyna;

6.6 Hble TpeboBaHud, NpeabaABNs- dopmMynnpoBaTb OCHOBHbIE Tpe-
emMble K duanyeckoin 3awmTte | 6oBaHMsA, NnpeabaBAsemble K puau-
o0bekTa W NPOMyCKHOMY pe- | YecKom 3almTe obbekTa 1 Nponyck-
XUMY B OpraHm3auuu; HOMY peXMMy B OpraHusaumn.

BnapeTb:

NPakTU4eCcKMMN HaBblkaMn PopMun-
poBaHMsA KOMMMNEKCHOro nogxoga K
obecrnevyeHnto  MHGPOPMALMOHHOWN
©esonacHOCT 06bEKTa 3aLUUTDI.

OlK | CnocobHocTb B ka- | OlK- 3HaeT NpaBOBble OCHOBbI opra- | 3HaTb:

-10 yectBe TexHuye- | 10.3 HM3aUuM 3alnTbl NepcoHarnb- npasoBble OCHOBbI OpraHu3auunu
CKOro cneumanu- HbIX JAHHbIX U OXpaHbl pe3ynb- | 3aWuTbl NEePCOHanbHbIX AaHHbIX Y
cTa npuHUMaThb TaToB WHTENMNEKTyanbHON Oes- | OXpaHbl pe3ynbTaToOB WHTENNEKTY-
yyacTtue B hopmu- TENbHOCTHU; anbHOW AeATenbHOCTY;
poBaHun nonun- | OlK- 3HaeT NpuUHUUNbLI opMmnpoBa- NPUHUMNBLI POPMUPOBaHUS NONK-
TMKM mHdopmaumn- | 10.4 HUS NOMUTUKU MHOPMALIMOH- | TUKM MHOPMaLMOHHON Be3onacHo-
OHHoOW Ge3onacHo- HOoM Ge3onacHOCTU opraHusa- | CTU opraHusauun.

CTW, OpraHu3oBbl- uuu; YmMeTb:

BaTb U nNogaepxu- NpoBOANTbL pa3paboTKy MONUTUKN

BaTb BbINOMHEHWE nHdopmaunoHHon  6e3onacHoCTU

KoMMnekca mep no ONs pasnuyHbIX BapnaHToB NOCTPO-

obecneyeHnto uH- €eHUA 3aLmLeHHbIX HdopMaLMOoH-

hopmaLNOHHOM HbIX CUCTEM;

B6esonacHocTw, Brnapets:

ynpaenaTe  Npo- HaBblkamMn  (POPMMPOBAHUS U

Leccom unx peanwu- HaCTPOMKM  NOKanbHOW MONUTUKK

3aumum Ha obbekTe BesonacHocTn obbekTa 3awuThbl

3aluThl; ONS TUMNOBbLIX peLleHnn n Tpebosa-
HUA.

OlK | Cnoco6HocTb npo- | OlK- 3HaeT NpuUHUMNbLI opMupoBa- | 3HaTb:

-12 BOOUTL nogro- | 12.1 HUA NOMUTUKM MHOPMAaLMOH- NPUHUMNBLI POPMUPOBaHUS NOMN-
TOBKY  UCXOOHbIX How 6e3onacHoCcTM B MHGOpMa- | TUKM MHGOPMaLMOHHOM Be3onacHo-
JaHHbIX Ansg npo- LIMOHHbIX cUcTemMax; CTW B UH(POPMALIMOHHbIX CUCTEMAX;
ekTupoBaHus noa- | OlK- 3HaeT NpUHUMNbI opraHMsaumm NPUHUMMBLI OpraHu3aumn UHgop-
cuctem, cpeacTs | 12.2 WH(POPMALMOHHBLIX CUCTEM B | MALMOHHbLIX CUCTEM B COOTBETCTBUN
obecneyeHns 3a- COOTBETCTBMU C TpeboBaHusIMM | € TpeboBaHWAMM NO 3aLLmUTe MHAOP-
WnTbl  MHGOpMa- no 3awuTe uHdopmMmauuu, Maumu.
umm wn ans Tex- | OrlK- ymeeT onpegenats uHdopma- | YMeTb:

HWKO-OKOHOMUYe- | 12.5 LMOHHYIO MHMPACTPYKTYpy W onpenenate  MHPOPMALMOHHYHO

ckoro obocHoBa- WH(OPMaLNOHHBIE  pecypcbl | MHAPACTPYKTYPY U UH(OPMaLMOH-

HWA COOTBETCTBY- opraHusauuu, noanexatiue 3a- | Hble pecypcbl opraHmsauuu, noane-

HOLWNX  NPOEKTHbIX wmTe, Xalue 3awuTe;

peLueHnn OnMK- yMeeT aHanu3npoBaTb rnokasa- aHanuaupoBaTb MokasaTenu ka-
12.6 TENNU KadecTBa W KpUTEPUM | YeCTBa U KPUTEPUN OLEHKN CUCTEM

OLIEHKM CUCTEM W OTAENbHbIX
MeTOOOB M CpeacTB 3aluTbl
MHdOpMaLnK;

N OTAeNnbHbIX METOOOB M CPeAcTB
3alWnTbl MHOpMaLUK;

BnapeTb:

HaBblkaMW KOHTPONS  KOMMeKca
mep 6e3onacHOCTM MHopMaLmm Ha
3awmLaeMoMm ODObLEKTE C yd4eTOM
TpeboBaHWU PYKOBOASALUMX U HOP-
MaTVBHbIX JOKYMEHTOB.

12. O6bemM AucuMniIMHbI B 3a4eTHbIX eanHuuax/vyac — 4/144.
dopma NPoOMEXYTOHYHOMN aTTeCTaLnn: IK3aMeH.

13. TpyaoeMKoCTb No Buaam y4ye6Homn paboTbl

TpyaoemMKoCTb
Bug yuebHow paboTbl Bcero Mo cemecTtpam
Ne cemecTpa 7 Ne cemecTpa
AyanTOpHbIE 3aHATUA 68 68




Nekunmn 34 34
B TOM uucre: nabopartopHble 34 34
KOHTPOSb 36 36
CamocTosTenbHas paborta 40 40
B TOM 4ymcne: KypcoBasa pabota
(MpoekT)
dopma NPOMEXYTOYHOM aTTecTaumnn
(3k3ameH — 4ac.)
UToro: 144 144

13.1. CopepxaHue AUCLUUNIIUHbI

Peanusauns
pasgena guc-
Ne HavmeHoBaHue LMNIIVHBI C
CopepxaHve pasgena gUCLMNINHbI
n/n pasgerna QUCUMMnHbI MOMOLLbIO OH-
nanH-kypca,
QYMK*
1. NNekuun
1.1 Cuctema ynpaBneHust nH- 1. BeegeHue. Cuctema ynpaBneHus MHgpopmaumnoH-
dopmaumnoHHon 6e3onac- | Hol 6e30MacHOCTLH.
HOCTbIO 2. Mogenb paspaboTtku, BHeapeHusi, PyHKLMOHUPO-
BaHWS, MOHUTOPUWHIa, aHanu3a, NOAAEPXKKM 1 yrny4LleHuns
CUCTEMBI yNpaBneHnsa nHHopMaLMoHHON 6e30MacHOCTH.
1.2 "ocypapcTBeHHas WH- 3. locypapctBeHHasds  MHOpMauuoHHas  CcuUCTeMa,
dopmaLmoHHasa cuctema, | Knaccbl 3amWwEHHOCT MHPOPMALMOHHOW CUCTEMBI.
Knaccol  3alWULLEHHOCTH 4. TpeboBaHus o 3amTe nHOpPMaL K, He CoOCTaBns-
MHOPMALIMOHHOM Cu- | lOLEen rocyqapCTBEHHYIO TaviHy, cogepXallencs B rocy-
CTEMbI OaPCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX.
1.3 OGecneyeHne 6Gesonac- 5. MNoHsITMe kaTeropmm NepcoHanbHbIX AaHHbIX. U eé
HOCTU nepcoHasnbHbIX | HOPMAaTMBHO-MPABOBOE PErynnpoBaHme.
AaHHbIX Mpu  ux obpa- 6. OCHOBHbIe aTanbl opraHm3auun obpaboTtku n obec-
0oTke B MHdOPMaLMOH- | NevyeHns 6e30nacHOCTN NePCOHAarbHbIX OAaHHbIX.
HbIX CUCTEMAaX 7. OnpegeneHve ypoBHS 3aLLMLLEHHOCTU NEepCoHarb-
HbIX AaHHbIX W Krnaccudpukauus MHAPOPMaLMOHHBIX CU-
CTeM NepcoHanbHbIX AaHHbIX.
8. dopmunpoBaHue NoONMUTUKN B OTHOLLEHMM 06paboTkM
nepcoHanbHbIX AaHHbIX.
9. ®opmMmupoBaHune 0bnmka 1 BHeapeHne CUCTEMbI 3a-
LLUMTbI NePCOHarnbHbIX AaHHbIX.
10. OueHka a(pPHEKTUBHOCTU NPUHUMAEMbIX Mep 3a-
LWMTbI NepCoHarnbHbIX AaHHbIX B UH(OPMALMOHHbLIX CU-
cTemMax NnepcoHasnbHbIX AaHHbIX.
11. ObecneyeHne 3alMTbl NEPCOHANbHBLIX AaHHbLIX B
XO€e 3KcnnyaTaumm U Npu BbIBOAE U3 3KCMyaTauumn uH-
dOpMaLMOHHON CUCTEMbI NEPCOHANBHBIX AAHHbIX.
1.4 TpeboBaHusi 6es3onacHo- 12. KpunTtorpaduyeckne cpeacrtsa 3alinTbl UHOpP-
CTM MHGOPMaLMKN MpU Uc- | Maumu.
nonb3oBaHUK KpunTtorpa- 13. Mpukaz ®CB Ne 378 ot 10 nonsa 2014 r. «O6
duyecknx CpeacTB 3a- | yTBEPXKAEHUM COCTaBa U COAEPKaHUS OpraHn3aLMOHHbIX
LTI N TEXHNYECKMX Mep no obecneyeHunio 6esonacHocTh nep-
COHanbHbIX AaHHbIX NPU Nx obpaboTke B MHpOpMaLMOH-
HbIX CMCTEMax MepCcoHanbHbIX OAHHbLIX C MCMONb30Ba-
HMeM cpefcTB Kpuntorpaduyeckon 3awmTtbl MHopma-
uun, HeobxoOAMMbIX AMS BbINOMHEHUS YCTaHOBMEHHbIX
MpaButenbctBoM Poccuiickon ®egepaunn TpeboBaHun
K 3alUmMTe NepcoHarnbHbIX AaHHbIX N1 KaX40ro u3 ypoB-
Hel 3aLMLLEHHOCTUY.
15 Mogenu yrpo3s 6esonac- 14. MeToguka onpegenexHus yrpo3 6e3onacHoCTH MH-
HOCTW MHbopMaLnK. dhopmaLn B MHHOOPMALIMOHHbLIX CUCTEMAX.
15. Mogenb HapyLmTens.
16. Mogenb yrpo3 6e3onacHoOCT! MHOPMaLUN.
1.6 Opranunsaumsi o6paboTkm 17. OpraHnsaumsa o6paboTkn nepcoHanbHbIX AaHHbIX

nepcoHasnibHbIX AAHHbLIX U




obecne4veHne GesonacHo-
CTV MHGOpMaLUU.

B OopraHax rocyfapCTBEHHOW BNacTu M MECTHOro caMo-
ynpasneHus.

1.7 KoHTponb  BbINOMHEHMS 18. KoHTponb BbiNnonHeHus TpeboBaHui no obecne-
TpeboBaHun no obecne- | YeHUto BesonacHOCTM MHGPOPMALMM B rOCYAAPCTBEHHbIX
YeHUIo 6e30MacHOCTUN UH- | MHPOPMALMOHHBIX CUCTEMAxX U MH(OPMALMOHHBIX CU-
dopmaumm CTeMax NepcoHanbHbIX aHHbIX.

2. NpakTnyeckne 3aHATUA
21 [ wer |
3. llabopaTopHblie paboThbl

3.1 "ocynapcTBeHHas WH- 1. OnpepeneHne knacca 3alunLLeHHOCTH rocyaap-
dopmMaLmnoHHas cuctema, | CTBEHHOW MHGOPMALMOHHOW CUCTEMBI.

Knaccbl  3alWMLWEHHOCTU 2. ®opmupoBaHne TpeboBaHWin K MepaM 3aLLmTbl UH-
NMHGOPMaLIMOHHOM cu- | chopmaLmmn AN pa3nnyHbIX KIaccoB 3aLUWLLEHHOCTU B
CTEeMbI rocygapCTBeHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

3.2 Ob6ecnevyeHne 6Gesonac- 3. Onpepenenune YPOBHS 3alLMLLEeHHOCTHU
HOCTU nepcoHanbHbIX | MHPOPMAaLMOHHOW cucTeMbl, obpabaTbiBatoLwen nepco-
AaHHbIX NpU KX obpa- | HanbHblE AaHHbIE.
foTke B MHdOPMaLMOH- 4. dopmupoBaHMe TpebOBaHUM K Mepam 3aluThbl
HbIX cMCTEMax NHoOpMaLMmM AN pasfMYHbIX YPOBHEN 3aLUNLLEHHOCTU B

NMHOPMALIMOHHBIX cucremax obpabaTbiBaroLLmX
nepcoHanbHble AaHHbIE.

3.3 TpeboBaHua 6esonacHo- 5. dopmmpoBaHme cocTaBa n coaepxaHus
CTW MHAOPMALMKN MPU UC- | OPraHM3auMOHHBIX N TEXHUYECKUX Mep no obecneyeHunio
nonb3oBaHWM KpunTorpa- | 6esonacHOCTV NepCoHanbHbIX AaHHbIX NpY X 0bpaboTke
duyecknx CcpeactB  3a- | B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbLIX C
LWNTBI Mcnonb3oBaHWeM CpeacTB KpunTorpapmyeckon 3aLnThbl.

3.4 Mogenu yrpo3 6Gesonac- 6. OnpegeneHne UCTOYHUKOB Yrpo3 6He3onacHocTu
HOCTU MHbopmaLmm MHdopmMaLnun.

7. OueHka BO3MOXHOCTEN HapywiMTenen no peanusa-
uum yrpo3 6esonacHocTy MHgopMauum (paspaboTka Mo-
Oenv HapyLimTens).

8. OueHka BO3MOXHbIX CNocoboB peanusaumm yrpos
BesonacHocTy MHopmaumn.

9. OueHka NPOeKTHON 3aLULLLEHHOCTU MHAOPMAaLMOH-
HOW CUCTEMBI.

10. OueHka Bo3MOXxHOro yuwepba OT peanusaummn
yrpo3bl 6e3onacHoOCTu.

11. OnpepeneHne akTyanbHbIX yrpo3 6e3onacHocTu
MHdopMaLnn B MHPOPMAaLIMOHHOWN CUCTEME.

12. OnpepgeneHne yrpo3 6e3onacHoOCTn nHdopmaLmm
npy MCNoONb30BaHUW CPEACTB Kpuntorpadouyeckon 3a-
LMTBI.

13. PaspaboTka mogenu yrpos 6esonacHocTv MHdop-
MaLumu B MHHOPMaLMOHHON cUCTEME.

35 OpraHusauna o6paboTku 14. PaspaboTka KoMnneKkca opraHn3aLnoHHbIX U TexX-
nepcoHanbHbIX AaHHbBIX U | HUYeCKnx Mep obecnedeHuns 3awmTbl MHpopMaLnn B NH-
obecneyeHve 6e3onacHo- | HOPMaLMOHHON CUCTEME C MCNOfMb30BaHNEM cepTudu-
CTM UHdopmaumm. LMPOBaHHbIX CPEACTB 3aWwuTbl MHOPMaLUK.

3.6 KoHTponb  BbINOMHEHMUSA 15. KoHTponb BbinonHeHusa tpeboBaHuin no obecne-

TpeboBaHum no obecne-
YeHnto 6e3onacHoOCTN WH-
dopmauuu

YyeHuto 6e3onacHOCTN MHOPMALIMM B FOCY4aPCTBEHHbIX
MH(POPMALIMOHHBIX CUCTEMAX.

16. KoHTponb BbINOfHeHUs1 TpeboBaHuii no obecne-
YyeHuto 6e3onacHOCTU MHpopMauun B MHAOPMAaLMOHHbIX
cuctemax obpabaTbiBaloLLMX NepcoHarbHbIE AaHHbIE.

17. KoHTponb BbINOfHeHUs1 TpeboBaHuii no obecne-
YeHuto B6e3onacHoCTU MHpopMauun B MHAOPMAaLMOHHbIX

cnctemMmax ncnonb3yrwmnx cpeacrtea KpUnTo3amnThbl.

13.2. Tembl (pasaenbl) AUCUUNIIUHBbI U BUAbI 3aHATUNA

Bugbl 3aHaTMIA (YacoB)
Ne HavmeHoBaHue Tembl TaGopa- Cam Kon-
n/n (pasgena) gucumnmuHel Jlekumu TOpHbIE pabota Tponb Bcero
1 Cuctema ynpasrneHuss WHGOPMaLUOH- 4 i > 5 8
Hol 6e30MacHOCTbH.




2 "ocyaapcTBeHHas MHpopMaLUnoHHasa cu-
cTema, Knaccbl 3alMLWLEHHOCTU MHAGOP- 4 6 4 6 20
MaLMOHHOWN CUCTEMBI

3 O6ecneyeHne GesonacHoCTM nepco-
HanbHbIX OaHHbIX Npu Mx obpaboTke B 10 6 6 6 28
MHOPMALIMOHHBIX CUCTEMAX.

4 TpeboBaHua ©GesonacHocTM WHpopma-
LUMU Npyv UCMNOoNb30BaHUK Kpuntorpagu- 4 6 6 6 22
YeCKUX CpeacTB 3allnThI.

5 Mogpenu yrpo3 6e3onacHocTu uHgopma-

6 8 10 8 32

Lmu

6 OpraHusaumst 06paboTkm NepcoHarnbHbIX
JaHHbIX 1 obecnevyeHne 6Ge3onacHOCTU 4 4 6 4 18
MHdopMaLnm

7 KoHTponb BbINnonHeHus TpebGoBaHui Mo
obecneyeHnto 6esonacHoCcTn MHdopma- 2 4 6 4 16
L.
Wtoro: 34 34 40 36 144

14. MeToan4yeckmne ykasaH1Ma Ansa odyvarowmxcsa no 0CBOEHUIO AUCLUMNIIUHDI
(pekomeHOayuu o0by4aroUuUMCS 0 0CB80EHUK OUCUUNIUHBI: paboma ¢ KOHcrekmamu fnekyud, npes3eHmauyuoHHbIM Mamepuasiom, ebl-
MoNIHeHUe npakmu4yeckux 3adaHul, mecmos, 3adaHuli mekywel ammecmauuu u m.o.)

1) MNpun n3yyeHMn anCUMNNHBI PEKOMEHAYETCS MCNOMb3oBaTb crieayrowme cpen-
cTBa:

- peKOMeHAYyEMY0 OCHOBHYIO U OMNONHUTENBHYO NuTepaTypy;

- MeToANYECKNE yKasaHus U nocoodus;

- KOHTPONbHbIE 3a4aHus OS5 3aKpenneHns TeopeTUYecKoro maTepmana;
3NEKTPOHHbIE BEpCUN Yy4EeOHMKOB M METOOAMYECKUX YKa3aHuh ON1s BbINOSHEHUS nabopa-
TOPHO-MpaKTUYeckmx paboT (Npu HeoBXO04MMOCTM MaTepmarnbl paccbiNarTCs NO 3MEKTPOH-
HOW noyTe).

2) [Ana makcMmanbHOro YCBOEHUSA ANCLUMMNINHBI PEKOMEHAYETCS NpoBeaeHME NUCh-
MEHHOro onpoca (TeCTupoBaHue, pelleHne 3afad) CTyQeHTOB No maTepuanam nekuum u
npakTnyecknx padot. Noabopka BONPOCOB 4S5t TECTUPOBAHUSA OCYLLIECTBNSAETCS HA OCHOBE
N3y4EeHHOro TeOpeTUYECKOro Matepmarna. Takon noaxon no3BongeT NoBbICUTb MOTMBALMIO
CTYLAEHTOB MPU KOHCMEKTUPOBAHMN NIEKLMOHHOIO MaTepuana.

3) Mpwn npoBegeHnn nabopaTopHbIX 3aHATUI obecneymBaeTCca MakcuMarnbHasa cTe-
NeHb COOTBETCTBUSA C MaTepMarnioMm NEKUNOHHbIX 3aHATUN 1 OCYLLECTBIISIETCS KCNEPUMEH-
TanbHasi NpoBepka MeTo40B, anrOPUTMOB U TeXHoNornm obpaboTkn nHdbopmauum, nanara-
€MbIX B paMKax feKkummn.

B xoge camoctodatensHon paboTbl HEO6X0AMMO yaenuTb OCHOBHOE BHUMaHue pa-
B60Te C TEKCTOM KOHCMNEKTa NEKUUKN, N3y4eHN0 PEKOMEHOOBAHHOW NUTEPATYPbI, N3YYEHNIO
HOPMaTUBHbIX JOKYMEHTOB N0 UHGOPMaLNOHHOM 6e30nacHOCTH.

4) Mpwn ncnonb3oBaHNN ANCTAHLMOHHBIX 06pa3oBaTENbHbLIX TEXHOMOIMIA U 3NEKTPOH-
HOro oBy4eHUs BLINOMHATL BCE yKasaHUs npenogasaTesier, BOBPeMSI MOAKIYaTbCS K
online 3aHATMSIM, OTBETCTBEHHO NMOAXOANTbL K 3a4aHUAM ANS CaMOCTOSATENbHOM paboThl.

15. NepeyeHb OCHOBHOW U AONOJSIHUTENILHOW NUTEepPaTypbl, PECYPCOB UHTEPHET, He-

06XOJ.'I,I/I MbIX OANA OCBOEeHUA ANCUUNJIINHLI
(cnucok numepamypbi oghopmssemcsi 8 coomeemcemeuu ¢ mpebosaHusmu FOCT u ucrions3yemcsi obwasi
CK803Hasi Hymepauusi 0nsi ecex sudo8 UCMOYHUKO8)

a) OCHOBHas nutepaTypa:

Ne n/n McTOYHMK
1 OcHoBbI ynpaBneHus nHopMaLMoHHON 6e3onacHocTbio @ [y4ebHoe nocobure ans cTyaeHToB
BY30B, 0Dy4atoLLmMXCcsa NO HanpaBfeHUsAM NOArOTOBKM (CNeunansHOCTSIM) YKPYNHEHHOR rpynnbl
cneumnansHoctern 090000 - "MHdopM. 6e3sonacHocTe"] / A.M. Kypuno [v gp.] .— 2-e n3g., ucnp.

— Mockea : Nopsavasa nuHua-Tenekom, 2014 .— 243 c. : un., Tabn. — (Bonpockl ynpaBneHus
nHdopmauUnoHHon 6e3onacHocTbio ; KH.1) .— Brubnuvorp.: ¢.234-239 .— ISBN 978-5-9912-
0361-6.




NwenHoB, Bsvecnas AkoBneBud. 3awimrta KoHdMaeHUMansHom nidopmaumm : [ydebHoe
nocobue ansa ctyd. By30B., 06y4y. no cneumansHocTn 090103 "OpraHusauuns n TexHonorns
3awmTtbl nHopmauun" n 090104 «KomnnekcHas 3alimta 06bekTOB UHopmaTmsauumn»] / B.A.
NwenHos, M.B. MeuatyHsaH .— M. : DOPYM, 2009 .— 254 c. : un. — (Bobicwee obpasoBaHue)
.— bubnuorp.: ¢.249-254 .— ISBN 978-5-91134-336-1.

6) gononHuTenbHasa nuTepartypa:

Ne n/n

McTOYHMK

Kpakoeckun, KO.M. MIHbopMaumoHHas 6e30nacHOCTb U 3almTa MHpopmauumn : y4edHoe noco-
Ove ang ctya. o6yy. no cneumansHOCTU «MHPOPMaLMOHHBIE CUCTEMBI M TEXHONOTUNY OHEB. U
3ao4. opm 06yyenus / KO.M. Kpakosckun .— M. ; PoctoB H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbivi kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

depnepanbHbii 3akoH oT 27 uonsa 2006 roga Ne 149-d3 «O6 mHdopmaumnn, MHPOPMaLMOHHBIX
TexXHomnoruax u o 3awmte nHgpopmauuny // CobpaHue 3akoHoaatensctea Poccunckon denepa-
umn, 31.07.2006, Ne 31 (1 4.), cT. 3448.

depnepanbHbIi 3akoH oT 27 mtons 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» // CobpaHne
3akoHofartenscTBa Poccuiickon ®egepaunm, 31 nona 2006 roga Ne 31 (1 4.), cr. 3451

FOCT P NCO/M3K 27001-2006 NHdopmaumnoHHas TexHonorms. Metoabl u cpeactea obecneve-
Hua GesonacHocTn. CucTembl MeHemKMeHTa MHopMauuoHHon GesonacHocTn. TpeboBaHus.
(yTBepxaéH v BBeAéH B Aevicteue MNpukasom PegepanbHOro areHTCTBa N0 TEXHUYECKOMY pery-
NMpoBaHuUio 1 meTponorum ot 27 gekabpsi 2006 r. Ne 375-cT)

Mpukas PenepanbHoi Criykbbl MO TEXHNYECKOMY 1 SKCMOPTHOMY KOHTponto Poccun ot 11 deB-
pans 2013 roga Ne 17 «O6 yTBepxxaeHmun TpeboBaHui 0 3amuTe MHpOPMaLMN, HE COCTaBNSIO-
el rocyaapCTBEHHYK TalHy, coAepXallencs B rocyaapCTBEHHbIX MH(POPMALUOHHbIX CUCTe-
max» // Poccuiickas raseta, Ne 136, 26.06.2013.

Mpukas PenepanbHoi crykbbl MO TEXHNYECKOMY 1 SKCMOPTHOMY KOHTponto Poccun ot 18 deB-
pans 2013 roga Ne 21 «O6 yTBepXXAEHMM COCTaBa U CoAepPXKaHUS OpraHN3aLNOHHbIX N TEXHUYE-
CKux Mep no obecneyeHnto 6e30MacHOCTN NEPCOHANbHbLIX AaHHbBIX MpU Mx obpaboTke B MHGOP-
MaLMOHHbIX CMCTEMAaxX NepcoHanbHbIX AaHHbIX» // Poccuinckas raseta, Ne 107, 22.05.2013.

MeToanuecknii 4OKyMeHT. Mepbl 3awwmTbl MHOPMAaLNM B FOCYAAaPCTBEHHbIX MH(POPMAaLMOHHbIX
cuctemax (yrB8. PCTIK Poccum 11.02.2014).

10

MoctaHoBneHue lMNMpaButenscrtea Poccuickon ®egepaumm ot 1 Hos16pa 2012 roga Ne 1119 «O6
yTBepXXaeHnn TpeboBaHui K 3awmTe nepcoHanbHbIX aHHbLIX Npn ux obpaboTtke B HOpmaum-
OHHbIX CMCTeMax nepcoHarnbHblX AaHHbIX» // CobpaHue 3akoHogaTenbcTBa Poccuiickon depe-
pauun, 05.11.2012, Ne 45, cT. 6257.

11

Meuepskos B.A., )Kenesnsk B.I., Bongape A.O., OcuneHko A.J1., BabknuH A.H. NepcoHarnbHble
AaHHble: opraHu3aumsa obpaboTkm n obecneyeHms Ge3onacHOCTM B opraHax rocygapCTBEHHON
BNacTu U MecTHoro camoynpasneHnus / Nog peq. B.A. MewepsikoBa. — BopoHex: BopoHexckuia
uHctutyT MB[ Poccun, 2014. — 186 c.

12

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactn ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXAEHUN MOMOXEHNA O €4MHOM pPeeCcTpe rocy4apCTBEHHbBIX MHAOPMAaLMOHHBIX cnuctem Bo-
poHexckon obnactuy» // CobpaHue 3akoHodaTenbcTBa BopoHexckon obnactn 20.06.2011 Ne 4,
CT. 285.

B) MHCOOPMALIMOHHBIE 3NEKTPOHHO-06pa3oBaTenbHbIe pecypchl (oduLmManbHbie pecypchbl

WHTEPHET)":
Ne n/n Pecypc
13 OneKTpoHHbIN kaTanor Hay4How 6ubnmotekm BopoHexcKkoro rocyaapcTBeHHOro yHuBepcuTeTa.

— (http // www.lib.vsu.ru/).

14 O6pa3zoBaTtenbHbIvi nopTan «ONeKkTPOHHbI YyHUBepcuTeT BIY».— (https://edu.vsu.ru/)

15 MeToauyeckuin gokymeHT. MeToamka onpeaeneHust yrpo3 6e3onacHocTn MHpopmauum B MHAOP-
MaLMOHHbIX cucrtemax, NPOEKT, ®CTIK Poccuu, Mau 2015 r.,
http://fstec.ru/component/attachments/download/812.

16 MeToaunka oueHkM yrpo3 6esonacHocTn nHgpopmaumm. ®CTIK Poccuu, chespans 2021 r.,
https://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy/2169-
informatsionnoe-soobshchenie-fstek-rossii-ot-15-fevralya-2021-g-n-240-22-690

17 BaHk gaHHbIX yrpo3 6esonacHoctn nHdopmaumm, PCTIK Poccumn, mapt 2015 .,
http://bdu.fstec.ru/

18 OBC JlaHb, JmueHaunoHHbin poroBop Ne3010, (c 01/03/2024 no 28.02.2025) 06/02 24 ot

13.02.2024 (c pononHuTenbHbIM cornatleHnem Ne1 ot 14.03.2024),

OBC «YHuBepcuteTckas oubnuoteka online» (KoHTpakt Ne3010 06/11 23 ot 26.12.2023 (c
26.12.2023 no 25.12.2024),

OBC «KoHcynbTaHT cTyaeHTa» — JinueHsnoHHbI gorosop Ne980KC/12-2023 / 3010-06/01-24 ot
24.01.2024 ¢ 24.01.2024 no 11. 01.2025),




OnekTpoHHas 6ubnuoteka BIY, Jorosop Ne[JC-208 o1 01.02.2021 ¢ OO0 «LKB «BMUBKOM» 1
OO0OO «AreHnTcTBO «KHura-Cepsuc» o cosgaHum OnekTpoHHon éubnuotekun BIY, (c 01.02.2021
no 31.01.2027),

OBC BOOK.ru, Aorosop Ne3010 15/983 23 o1 20.12.2023, (¢ 01.02.2024 no 31.01.2025)

16. NepeyeHb y4yeOHO-MeTOANYECKOrO 06ecneyeHust ANs CamocTosTeNnbHOM paboThbl
(y4ebHO-memoduydeckue pekomeHOauuu, nocobusi, 3ad0avyHuUKU, MeMOOUYECKUE yKa3aHUSsI M0 8bIMOSTHEHUIO
rnpakmu4eckux (KOHMPOoJsibHbIX) pabom u 0p.)

Ne n/n N CTOYHMK

MewwepsikoB B.A., XXenesHsk B.I1., BoHaapb A.O., OcnneHko A.J1., BabkuH A.H. NepcoHanbHbie
OaHHble: opraHusaums obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocygapCTBEHHON
BNacTu n mecTHoro camoynpaenenusi / lNog pea. B.A. MewepsikoBa. — BopoHex: BopoHexckuii
nHctutyt MB[ Poccun, 2014. — 186 c.

MeTtoanueckun nokymeHT. MeToamka onpeaeneHus yrpo3 6esonacHocTu nHcgopmaumm B nHop-
2 MauMoHHbIX cuctemax, npoekt, PCTIK Poccuun, man 2015 r.,
http://fstec.ru/component/attachments/download/812.

MeTtoanueckun nokymeHT. MeTtoanka onpegeneHnst yrpo3 6esonacHocTu nHpopmaumm. YTeep-
3 xaeH ®CTIK Poccumn 5 cbespansa 2021 r.
https://fstec.ru/component/attachments/download/2919

17. Obpa3oBaTenbHble TEXHONOMMU, UCNOJSIb3yeMble Npu peanusauum y4ebHom guc-
LMNNUHBbI, BKIOYash AUCTAHUUOHHble obGpa3oBaTtenbHble TexHonoruu (AOT, anek-
TpoHHOe oby4yeHue (J0), cmewaHHOe Oo6y4eHue):

[nsa peanusaunmn y4ebHOro npoLecca UCnosib3yeTcsl yCTaHOBIIEHHAA BEPCUS naketa
cpeabl BupTyanusaumm Oracle VM VirtualBox; o6pasbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10; poctyn B ceTb NHTepHeT; LibreOffice v.5-7; Foxit PDF Reader; Dr. Web
Enterprise Security Suite; ScanOval; Kali Linux; CnpaBo4Ho-npasoBas cuctema (CI1C) Kon-
CynbTaHT+ aAnsa obpasoBaHus.

Mpn peanusaumm OUCUUNANHBLI MOTYT UCMONb30BaTbCHA TEXHOSIOMMU 3IEKTPOHHOIO
00yyeHusa n ancTaHUMoHHble obpasoBaTeribHble TEXHOMNOrMN Ha 6ase nopTana edu.vsu.ru,
a TaKke gpyrve JOCTYMHble pecypcbl ceTn HTepHer.

18. MaTepunanbHO-TeEXHUYECKOEe obecneyeHne AUCLUUNIIUHDI:

1) YuebHasa ayguTtopusi (koMnbloTepHbIN knacc) (ogHa uad Ne1-4 kopn. 1a, ayg. Ne
382-385): cneunanusnpoBaHHaa meberb, nepcoHarnbHble KoMMbloTepbl Ha 6a3se i15-9600KF-
3,7TTw, moHuTopbl KK 24” (16 wT.), cneunanu3mpoBaHHasa mebenb: gocka mapkepHas 1
WT., cTONbI 16 WT., cTYyNbsa 33 WT.; 4OCTYN K (poHAaM y4ebHO-MeToaNYECKON AOKYMEHTaLUN
N 9NEKTPOHHBLIM N3AAaHNSM, OCTYN K 9NEKTPOHHbIM BUBNNOTEYHBIM CMCTEMaM, BbiXoA B VH-
TepHeT.l1O0: OC Windows v.7, 8, 10, Habop ytmnut (apxuBatopsbl, dann-meHemxepsbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) [Ins nposegeHna nabopaTopHbIX U NpakTu4ecknx paboT. KoMNbOTEPHbIN Knacc
(oanH 13 Ne1-3 kopn. 1a, ayg. Ne 290, 293, 383), NK-Intel-i7 16 wT. (c onepaTnBHOM Nams-
TblO HE MeHee 8 rurabant, pekomeHgyeTcs 16 rurabanT), cneymanmanpoBaHHas mebenb:
Aocka mapkepHast 1 wT., ctonbl 16 Wr., cTynbsa 33 WT.; 4OCTYN K poHAam y4yebHo-meToam-
YeCKOM OOKYMEHTaLUMM U 3NEKTPOHHBIM U34aHNAM, AOCTYN K 3NEKTPOHHBIM BUBNNOTEYHBIM
cucTtemMam, Bbixod B HTepHeT.

19. OueHo4HbIE cCpeacTBa ANA NPOBeAeHNSA TEKYLEN N NPOMEXYTOYHOWN aTTecTauum

MopsAoK OLEHKM OCBOEHUsI obydarolummmncs y4eGHOro martepuana onpegensiercs
coep)XaHUeM crieayLmx pasaenos AUCLUUMIUHBI:

HanmeHoBaHue pas-
Ne MuaukaTtop(bl) QOCTUXEHUS
aena gucumnnuiel (Mo- | KomneteHuwmsi(n) OueHouYHbIE cpeacTBa
n/n KOMMAeTeHUnn
Bynsi)
3HaTb. 0as3oBble MOHATUSA YCTHBIV ONpoC.
1. | Paspgenbl 1-5. Or1K-5 : ’ | JNabopaTtopHble paboThbl
TpeboBaHMs HOPMAaTUBHbLIX 1-13




Cuctema ynpaBreHus
WHpopmaLmoHHon Ges-
onacHocTbl. Knaccbl n
YPOBHU 3aLLULLEHHOCTH
WH(POPMALIMOHHBIX  CK-
crem. Kpuntorpadgude-
CKMe cpefcTBa 3allnThl.
MeTtoguka onpegene-
HWs1 yrpo3 6e3onacHocTn
MHdopMaLUun B MHop-
MaLMOHHbBIX CUCTEMAX.

Cnoco6HoCTb
NPUMEHSITL  HOPp-
MaTUBHbIE NPaBo-
Bbl€ aKTbl, HOpMa-
TUBHbIE U METO-
andeckme  OOKy-
MEHTBbI, perna-
MEHTMpYoLLME
AesaTenbHOCTb No
3awmte  MHop-
Maumm B cdhepe
npodpeccuoHarnb-
HOW [OeaTenbHo-
cTn

OOKYMEHTOB, MeToAbl aHa-
nusa WHOPMALIMOHHOM
6e3onacHOCTU npu Mpoek-
TUPOBaHWM N IKCMyaTauum
MHPOPMALIMOHHBIX CUCTEM;
yMeTb: aHanuaupoBatb W
paspabarbiBaTb mMoaenu
yrpo3 Aansi pasnmyHbIX 06b-
€KTOB 3aLnThI;

BMageTb: MNpaKTU4YECKMMM
HaBblkamn (OpPMMPOBaHUS
TpeboBaHuii 6e3onacHoOCTH
MHdOpMaUUKN ona pas-nuy-
HbIX KMaccoB U YPOBHEW 3a-
LUMLLLEHHOCTU MH-chopmaum-
OHHBIX CUCTEM

KoHTponbHas paboTta no
COOTBETCTBYIOLLMM pas-
aenam vnu Tect

Paspenbl 2-6
OpraHunsaumoHHble K
TEXHUYECKNE Mepbl
obecneyveHns 3almnTbl
nHdopmaumm B MHAOp-
MaLWNOHHON cucteme ¢
ncnonb30BaHUEM cep-
TUPUUMPOBAHHbBIX
CpeAcTB 3aluThbl UH-
dopmauum

Or1K-6
CnocobHocTb npu
peLleHnn npo-
doeccmoHarnbHbIX
3agay  opraHu3so-
BblBaTb  3alUUTy
MHdopmMaunn
OorpaHN4yeHHOro
goctyna B COOT-
BETCTBUM C HOp-
MaTUBHbIMK Mpa-
BOBbIMW aKTaMmu,
HOPMaTUBHbLIMU U
MeTOoANYECKUMM
OOKYMeHTamu
deneparnbHOn
cnyx6bl 6e3onac-
HOCTW Poccun-
ckon depepaunn,
deneparnbHOn
cnyxbbl no Tex-
HUYECKOMY W 3KC-
MOPTHOMY  KOH-
Tponto

3HaTb: TUMNOBblE Mepbl U
TpeboBaHua nHpOpmaLm-
OHHOWM Ges3onacHocTM AN
pasnuyHbIX BapuMaHToOB MO-
CTPOEHMSA 3aLLMLLEHHbIX UH-
(hOpPMaLMOHHbIX CUCTEM;
yMeTb: OpraHn3oBbIBaTb U
nogaepXxuBatb  BbIMOJSIHE-
HWe KomMfekca mep Mo
obecneyeHunto nHpopmaum-
OHHOM 6es3onacHocTn Ans
pasnuyHbIX BapuaHToB MO-
CTPOEHMS 3aLUNLLEHHbIX NH-
(hOpPMaLMOHHbIX CUCTEM;
BrnageTb: MpakTU4ecKUMu
HaBblkamMn opmMupoBaHMS
TpeboBaHuii Ge3onacHocTn
uHdopMaumMm ans pasnuy-
HbIX KIaccoB W YpPOBHeWN 3a-
LUMLLEHHOCTN WMHpopMaLum-
OHHbIX CUCTEM

YCTHbIN onpoc.
JlabopaTopHbie paboTbl
1-13.
KoHTponbHasa paboTta no
COOTBETCTBYIOLLMM pas-
aenam vnu Tect

Paspenbl 2-4, 7
TpeboBaHus no obecne-
YeHuto 6esonacHoOCTK
WHopmauun B rocy-
AapCTBEHHbIX MHAOP-
MaLMOHHbBIX CUCTEMaX U
WH(OPMALIMOHHbBIX CU-
cTemMax nepcoHanbHbIX
AaHHbIX

OrnK-10
CnocobHoctb B
KayecTBe TEXHMU-
yeckoro cneuua-
nicta npuHUmaTb
yyactve B @op-
MWPOBaHWM NOIK-
TUKM NHpOopMaLn-
OHHOWM ©Ges3onac-
HOCTW, OpraHu3o-
BbiBaTb W Mofa-
JepxuBatb  Bbl-
MornHeHue  Kom-
nrekca mep no
obecneyeHno UH-
dopMaLNOHHON
©es3onacHocTy,
ynpaBnsitb  Npo-
ueccom wux pea-
nusaumm Ha ob6b-
eKTe 3aluThl

3HaTb: MNpPUHUMMBLI hopMM-
pPOBaHMSA MOMUTUKN MHAOP-
MaLMOHHOW ©Ge3onacHoOCTH
opraHu3aumu;

yMeTb: MNpOBOAUTbL paspa-
BGOTKYy NONUTUKN MHOopMa-
LIMOHHOW 6e3onacHocTn
ONsi pas3NNyHbIX BapyaHTOB
MOCTPOEHMUS  3aLUULLIEHHBIX
MH(OPMALIMOHHBIX CUCTEM,;
BNageTb: HaBblkaMu op-
MUPOBaHMA U HaCTPOMKU
NOKanbHOW MONMTUKN Ges-
onacHoctn o0b6bekta 3a-
WMTBl ANS TUMOBLIX peLle-
HWUA 1 TpeboBaHWiA;
HaBblkaMW  KOMMJIEKCHOTO
nogxoga k obecneveHuto
MHGOPMaLIMOHHON bes-
onacHoctn obbekta 3a-
LMTHI.

YCTHbIN onpoc.
JlaBopaTtopHble paboThbl
13-16.

KoHTponbHasa paboTta no
COOTBETCTBYHOLLMM pas-
Aenam unm Tect

Pasgenbl 1-5.

Cuctema  ynpaBneHus
UHOpMaUNOHHOW Bes-
onacHocTbl. Knaccbel u

OrnkK-12
CnocobHocTb

npoBOAWUTL MoAa-

3HaTb: TpeboBaHuA Hopma-
TUBHbIX [JOKYMEHTOB, Me-
TOAbI aHanm3a nHdopmauu-
OHHOM Ge3onacHocTn npu

YCTHBIN onpoc.
JlabopaTtopHble paboThbl
1-17.




YPOBHM 3aLLULLEHHOCTU
WH(POPMALIMOHHBIX  CU-
crem. Kpuntorpadgude-
CKMe cpecTBa 3allnThl.
MeToguka onpegene-
Hue yrpo3 6e3onacHocTn
WHpopmaumm B nHop-
MaLMOHHBIX cUCTEMaXx

roTOoBKY  MCX0Qn-
HbIX AaHHbIX Ans
NPOEKTUPOBaHUS
noacucTem,
cpenctB obecne-
YeHuss  3alUUThbl
WHpopmaumm  u
ONs TEXHUKO-3KO-
HOMWYECKOro
o0oCcHOBaHUSA co-
OTBETCTBYHOLLMX
NPOEKTHbIX peLle-
HUN

MPOeKTUPOBaHUU

MaLMNOHHbIX CUCTEM;
aHanm3nposaTtb w"

YMETb:
paspabaTtbiBaTb

yrpo3 Ansi pasnuyHbiX 0bb-

€KTOB 3aLUuThI;
BnageThb:

OHHbIX CUCTEM.

NPaKTU4ECKMMM
HaBblkaMn opMUpOBaHUS
TpeboBaHuii HGe3onacHoOCTH
WHGOopMaUMM ans pasnuy-
HbIX KNaccoB M YPOBHEN 3a-
LMLLEHHOCTN UHOpMaLK-

KoHTponbHas paboTta no
COOTBETCTBYHLIMM pas-
aenam vunm Tect

WHGOOp-

moaenn

MpomexyTouHasa aTTectauns
dopma KOHTPOns — KOHTponbHas paboTa

Komnnekt KUM

20. TunoBble OLEHOYHbIe CpeacTBa U MeToAMYeCKUe MaTepuanbl, onpegenswowme
npoueaypbl oLleHUBaHUA

20.1. TeKywWwmn KOHTPOJIb YCNeBaeMoCTu

Tekyluas aTTecTaums NPOBOAMTCS B COOTBETCTBUM C MONoXKeHNeM O TeKyllen aTTecTaumm
obyuarolmxca no nporpamMam BbICLLIEr0 06pa3oBaHns BopoHeXcKoro rocyagapCcTBeHHOro

yHuBeEpcuTeTa.
Tekywaa atrectaums npoBoaAUTCA B (popmax YCTHOro onpoca (MHAMBMAYanbHbIN OMNpoc,
dpoHTanbLHas
Oecena) M NIMCbMEHHbIX paboT (KOHTPONbHbIE, TabopaTopHbie paboTsl). MNpy oueHnBaHMM MO-
ryTt
MCNONb30BaTbCA KONMMYECTBEHHbIE UITN KaYeCTBEHHbIE LLUKanbl OLLEHOK.
TeKyLWnn KOHTPOrb ycrneBaeMoCTH No AUCLUUMNINHE OCYLLLECTBIIAETCS C MOMOLLbIO CregyoLwwmx
OLEHOYHbIX
CcpencTB:
YcTHBIV onpoc; KoHTponbHast paboTta no TeopeTndeckom YacTtu kypca; JlabopaTtopHble paboThl
Ne | HaMmeHoBaHMe OLEHOYHOrO MpencrasneHne oUueHOYHOro
Kputepum oueHku
n/n cpeacTea cpeacTsa B poHae
1 2 3 4
1 YcTHbIN onpoc Bonpocbl no Temam/pasgenam | [NpaBunbHbIN OTBET — 3a4TEHO,
AVCUUNITUHBI HenpaBUIbHbLIA UMU NPUHLMNNANBLHO
HETOYHbIV OTBET - HE 3a4TEHO
2 KoHTponbHas pabota no Bonpocbl no Temam/pasgenam | lUkana oueHvBaHWA COOTBETCTBYET
pasgenam QUCUUNIVHLI AVCUUNIIUHBI npuBeAeHHou B pasgene 20.2
3 Na6opatopHas paboTa Copepxut 15 nabopaTopHbix | [Mpu ycnewHo BbINOMHEHUN PaboThI
3ajaHui, npegycmaTtpuBalolMe | CTaBuUTCs OLEHKa 3a4TeHo U Ocy-
paspaboTky TpeboBaHWi MO | LWeCTBMASETCA AOMYCK K 9K3aMmeHy, B
YPOBHAM M KraccaMm 3aluLleH- | MPOTMBHOM Cryyae CTaBWUTCS OLEHKa
HOCTW pasnuyHbIX UHOPMaUW- | He 3a4yTeHO M obyvalowuincd He ao-
OHHbIX CUCTEM, pa3paboTkm M | MyCKaeTCs K 9K3aMeHy.
BHEAPEHNS NX CUCTEM 3aLmnThl,
a TaKke KOoHTpons ee addek-
TMBHOCTM.
4 KM npomexyTtouHon atte- | Kaxgbli KOHTPONbHO-U3Mepu- LUkanbl oueHnBaHusA npyvseneHsbl B
cTaunu TenbHbIA MaTepuan ansa npoee- | pasgene 20.2
OEHUSA NPOMEXYTOYHOM aTTe-
cTayum BKIOYaeT 2 3agaHumn
BOMNPOCOB AJ181 KOHTPOS 3Ha-
HWIR, YMEHUIN U BNaJeHn B
pamkax oLEeHKU ypoBHS cdop-
MUPOBAHHOCTUN KOMMNETEHLNN.

anBeﬂéHHble HMXXe 3aAaHnA peKoMeHAQyeTCda MCnoJib30BaTtb Npu nposeaeHnMn ANarHo-
CTUYEeCKHnX pa601' ANS OLleHKU OCTAaTOYHbIX 3HAHWUI N0 AUCLUNJINHE




KomnereHuusa OMNK-5

3agaHus 3aKpbITOro TMna

1. Ha xakux 3Tanax KU3HEHHOr0 IHUKJA rocyAapcTBeHHOH MH(OPMALMOHHONI CHCTEMBbI J0/KHA
odecnmeyuBaThCs B Hell 3amuTa uHGopMauuu?

a) Ha 3Tare co3gaHus HHPOPMAITHOHHON CHCTEMET;

0) Ha aTare co3maHus HHOOPMAITMOHHON CHCTEMBI M B XOJI€ €€ AKCILTyaTalluu;

B) Ha 3Tare co3AaHus HHHOPMAMOHHONW CUCTEMBI, B X0O/I¢ €€ IKCIUTyaTalliH, B TOM YHUCIE TIPU Pa3BUTHH

(MomepHM3aLUN);

T) TOJDKHA HOCUTH CHCTEMATHYECKUH XapaKTep U OCYIIECTBIATHCS KaK Ha dTare CO3/IaHus CHCTEMBI, TaK U
B XOJIC €€ DKCIUTyaTalliy, B TOM YUCJIC IPU Pa3BUTHU (MOJICPHU3AIINH);

) Ha BCEX CTaausX (dTamax) ee CO3JaHusl, B XOA€ IKCIUTyaTallid U BBIBOJA M3 DKCILTyaTalllu;

2. Ha xakux 3Tanax »KH3HEHHOT0 IMKJIA rOCyIapCTBeHHOH MH(OPMAIMOHHON CHCTEMBI JI0JKHA

OCYHIECTBJATHLCS OLEHKA Yrpo3 0e30nacHocTd uHgopmauuu?

a) Ha dTare co3/IaHus NHPOPMAIMOHHBIX CUCTEM;

0) Ha 3Tane co3aanusa HHOOPMAITMOHHBIX CUCTEM U B XOJIE UX IKCIUTyaTalluy;

B) Ha JTare CO3AaHui MHPOPMAIMOHHBIX CUCTEM, B XOJle WX AKCILUTyaTallld, B TOM YUCIE TIPU Pa3BUTHH
(MonepHU3anum);

F) JOJI’KHA HOCUTD CHUCTEeMaTUYECKHI XapaKTEp U OCYHICCTBIIATHCA KAK Ha 3TaIlC CO3JaHusl CUCTEM, TaK U B
XO0JI€ UX 3KCIUTyaTaliy, B TOM YHCIIE PU Pa3BUTUHU (MOJAECPHHU3ALMH).

1) Ha BCEX CTaUAX (dTalax) ee co3JaHusl, B X0e SKCIUTyaTalluy U BBIBO/IA U3 HKCILTyaTallu;

3. Uem ynmocToBepsieTcs COOTBETCTBHE CPEACTB 3alIMThI HHGOPMAaLHK, TPEOOBAHUSAM MO 3aIUTE

uHdopmauuu?

a) aTTecTaToM COOTBETCTBUS,

0) ITUIICH3HEH;

B) CEpTU(PHUKATOM COOTBETCTBUS;

I') aTTeCTaTOM aKKpeIUTaLlUK;

4. CKOJbKO KJACCOB CpeIcTB KpUNTOrpaguyeckoi 3ammThl HHPOPMALUN MOKET NMPUMEHATHCHA
A HEeHTpATU3aluM aTaK, OPraHNU3yeMbIX C IeJIbI0 HAPYLIEHUsI 0€30MaCHOCTH 3alIIAeMBbIX
NMEePCOHATbHBIX JAHHBIX?

a) JBa KJacca;

B) TPH KJIacca;

T') 4eThIpe Kiacca;

) TISITh KJIacCOB;

5. TlepeyncauTs ciay4yaw, KOTOpble OMpPeNeasiioT He00X0AUMOCTh NMPOBedeHUs TOMOTHUTENBHBIX
aTTeCTAMOHHBIX UCIBITAHUN U BHECEHUS] M3MEHEHHII B TEXHUYECKH I MACHOPT rocyaapcTBeH-
HOM MH(OPMALMOHHOM CHUCTEMBI IIPH €€ Pa3BUTUM (MOJEPHU3ALUN):

a) U3MeHeHa KoHpuUTypanus (rmapaMeTpbl HACTPOMKH) TPOTrPaMMHBIX, TPOrPAMMHO-TEXHHYECKHX CPEJICTB

Y CPEJICTB 3aIUThl THPOPMAIIHH;

0) MCKITIOYEHBI MPOrpaMMHBIE, IPOTPAMMHO-TEXHIUUECKHE CPECTBA U CPEICTBA 3alUTHl HHPOPMAIIHUH;

B) BKJIFOUCHBI aHAJIOTUYHBIC CPEACTBA WU 3aMCHCHBI Ha aHAJIOTUYHBIC CPEICTBA,

T) B X0Jie¢ KOTOPOTO M3MEHEHa KOH(UTryparus (mapamMerpsl HACTPOMKH ) TPOTPaMMHBIX, IIPOTPAMMHO-TEX-
HUYECKUX CPEACTB U CPEJICTB 3aLIUThl HH(POPMALIMH, UCKITIOYEHBI IPOrPaMMHBIE, IPOTPAMMHO-TEXHUIECKUE
CpeacTBa U CpE€ACTBA 3alIUTHI I/IH(i)OpMaI_[I/II/I, JOIMOJHUTEIIbPHO BKIIFOUCHBI aHAJIOTUYHBIC CPEACTBA UJIU 3aME-
HCHBI HAa aHAJIOTUYHBIC CPEACTBA,

6. IlepeuncauThb cjay4au, KOTOPbIE ONMPEIEISIOT HE0OX0AUMOCTD MPOBEAEHNS MOBTOPHBIX aTTECTA-
NHOHHBIX HCTILITAHUI TOCYAapCTBEHHOI HH(OPMAIIMOHHOM CHCTEMBI TPHU ee pa3BUTHH (Moep-
HU3AIMHU):

a) U3MeHeHa KoHpuUTyparwus (rrapaMeTpbl HACTPOHKH) TIPOTPaMMHBIX, IPOrPAMMHO-TEXHHYECKHX CPEJICTB

1 CPEJCTB 3allUThl HHPOPMALIHH;

0) UCKIIIOYEHBI IPOrPaMMHBIE, TPOrPAMMHO-TEXHUYECKHE CPEJICTBA U CPENICTBA 3alIUTHI HH(OpMAaIHH;

B) M3MEHEHa KOH(UTypaus (mapaMeTpbl HACTPOHKHM ) IPOTrPaMMHBIX, IPOIPAMMHO-TEXHUUECKUX CPEICTB
U CPEJICTB 3alIUThl HH(POPMAIINH, UCKITIOYCHBI TIPOrPAMMHBIE, IIPOTPAMMHO-TEXHUYECKUE CPEICTBA U CPE/l-
CTBa 3aIIUTH HH(POPMALIMH, TOTIOTHUTEIBHO BKIIOUEHBI aHAJIOTHYHBIE CPECTBA HJIM 3aMEHEHBI HA aHAJIOTHY-
HBIE CPEJICTBA;



T') MOBBIIICHUE KJIacca 3alIMIIEHHOCTH (YPOBHS 3aIlIMIICHHOCTH) U (MJIM) U3MEHEHUE apXUTEKTYPHI CH-
CTEMBI 3aLUThl UH(GOPMALMK B YACTU U3MEHEHUsI BUJIOB U THUIIOB IIPOIPAMMHBIX, IPOTPAMMHO-TEXHUYECKUX
CPEICTB M CPEACTB 3aIIUTH HH(POPMALIUHU, U3MEHEHUE CTPYKTYPHI CUCTEMBI 3aIIUTHl HHPOPMALIUH, COCTaBa U
MECT PacHoIOKeHUsI 00beKTa HHPOPMAIMK U €r0 KOMIOHEHTOB

7. Kuaccudukanus rocyiapcTBeHHONH HH(POPMAIMOHHOM CHCTeMbI M0 TPeOOBAHUAM 3ALUTHI MH-

(opmauyu npoBoaMTCS B 3aBUCUMOCTH OT:

a) pUCKOB HapymIeHus] NHPOPMAIMOHHON OE30MIaCHOCTH; Mep 3aIuThl WHGOPMAINH, Pean30BaHHBIX B
MHQOPMALIMOHHON CUCTEME;

0) 3HaumMocTH 0OpadaTeIBaeMOH B Hell HHPOpPMauK U MaciiTaba HHOOPMAIIMOHHONW CHCTEMBI;

B) Kareropuii oopabarpiBaeMoi B Helt mHGopManuu 1 MacimTaba nHOOPMAITHOHHON CUCTEMB;

') Mep 3alIUThl HHQOpPMAIMH, peaTu30BaHHbIX B MHPOPMAIIMOHHOM cucTeMe 1 MaciTada nHpOpMaluoH-
HOU CUCTEMBI;

8. Knaccupuxauusi nHGpopMALHOHHOH CHCTEMBI NEPCOHAJbHBIX AAHHBIX MO TPeOOBAHMSIM 3a-

IUTHI HHGOPMALUM MPOBOAUTCH B 3aBHCHMOCTH OT:

a) PUCKOB HapylIieHns HH()OPMAaIMOHHON 6€30MaCHOCTH U Mep 3aIIUTH HHPOPMALINH, PeaTN30BaAHHBIX B
MHQOPMALIMOHHON CHUCTEME;

0) oT 3HAYNMOCTH 00pabaTeIBacMOl B Hel mH(OpMAaIK 1 MacTaba HHPOPMAITMOHHON CUCTEMBI;

B) OT KaTeropuii u macmraba o0padaTbIBaeMbIX B HEW MEPCOHANBHBIX JAHHBIX; THIIA aKTyalbHBIX YTPO3
MEPCOHANBHBIM IAaHHBIM;

') OT Mep 3alUThl HH)OPMAIIUK, pealIn30BaHHBIX B MH()OPMAITMOHHOM CUCTEME U MaciiTaba nH(opMaIu-
OHHOM CHUCTEMBI;

9. ®opmupoBanue TpedoBaHMii K 3amuTe HHPOPMALIMH, COAepKALIEiic B rocyapcTBEeHHOH HH-

¢opmannoHHOM cucTeMe, IPEAIoJaraeT cJaeAyouue 3Tanbl:

a) MIPUHATHE PEIICHHUS 0 HEOOXOANMOCTH 3alUThl HH(pOpMAaLUK; Kiaccupukannio nHOOpMaIIMOHHON CH-
CTEMBI 0 TpeOOBaHMIM 3aIIUTH HH()OPMAIINH; OIIpeIeIeHHEe Yyrpo3 0€30IMacHOCTH WH(OPMAITUH;, OTIpeee-
HUe TpeOOBaHUI K CHCTEME 3aIUThl HH(POPMAIIHH;

0) aHAIM3 PUCKOB HAPYIICHUS HH(OPMAIMOHHOM 0€30MaCHOCTH; Pa3pabdOTKy MOJICIIH YTIPo3 O€30MaCHOCTH
WHQOPMAIUK; OTIpeiesieHIe TPeOOBaHU K CHCTEME 3aIUThl HH()OpMAIINH;

B) aHAJIN3 HOPMATHBHBIX IPABOBBIX AKTOB, METOIUUECKUX JOKYMEHTOB M HALIMOHAIBHBIX CTAHAAPTOB, KO-
TOPBIM JIOJKHA COOTBETCTBOBATh MH(OPMALIMOHHASI CHCTEMA; OTpeACICHUE yrpo3 0e30MacHOCTH HHPOpMa-
UM, OTIpeJielieHNe TPeOOBaHUH K CHCTEME 3aIUThl HH()OpMAIIHK;

T) onpeaeseHue nHHopMaIyy, oAJesKalei 3amuTe B M”HQOPMAOHHON CUCTEME U €€ 3HAYMMOCTH; KJlac-
cuuKauuyd MHOOPMALMOHHONW CHCTEMBI IO TPeOOBaHMAM 3alUThl HH(GOPMALMK; ONpeAeIeHue yrpo3 0es-
OTMacHOCTH WH(OPMAIUH; ollpe/ielicHre TpeOOBaHNH K CUCTEME 3aIllUThl HHPOpMaIlnH;

10. B kauecTBe HCXOIHBIX JAHHBIX A5 ONpeaeseHus] Yrpo3 6e30MacCHOCTH HHPOPMALMH, COepPKa-

1ieiics B roCyAapcTBeHHO HH(POPMALMOHHOM cHCTEMe, HCIIO0Ib3YyeTCH:

a) 0aHK JaHHBIX yrpo3 Oe3onacHocTH nHPpopMmanmu (bdu.fstec.ru), a Tak:Ke MHbIE UCTOYHWUKM, coaeprKaLLme
cBefeHnA 06 yA3BMMOCTAX U yrpo3ax 6e3onacHoCT MHpopmaumu,

0) Mozenb yrpo3 0e3omnacHoCTH HH()OPMAIIKK, @ TAKXKE PE3YJIbTaThl aHAIM3a ySI3BUMOCTEH HH(POPMAaLINOH-
HOM CHUCTEMBI;

B) MOJIEINIb YTPo3 0€30MacHOCTH HH(POPMAIINH, Pe3yJIbTaThl aHAIH3a YSI3BUMOCTEH HH(OPMAIIMOHHOW CH-
CTEMBI, a TaK}Ke UHble MCTOYHUKM, coaepKalupe cBefeHna ob ya3BMMOCTAX U yrpo3ax 6esonacHocTu nHdop-
Maumu,

r) 0aHK TaHHBIX yrpo3 O6e3onacHocTH nHpopMaruu (bdu.fstec.ru), a Taxke pe3yabTaThl aHAIH3A YI3BUMO-
cTeit nHQOPMAIIMOHHOMN CUCTEMBI;

3agaHuns OTKPbLITOro TMna

11. CkoJIBKO yCTaHOBIIEHO KJIACCOB 3aIUIIIEHHOCTH TOCYAapCTBEHHBIX HH()OPMAIMOHHBIX CUCTEM?
12. CkoybKO ypOBHEH 3aIMIEHHOCTH YCTAHOBJICHO TSI HH()OPMAIMOHHBIX CUCTEM IEPCOHANBHBIX JaH-
HBIX?

3agaHus ¢ pa3BEpPHYTbIM OTBETOM

1. Kak onpenensieTcsi ypoBeHb 3aIIMIIEHHOCTH HHGOPMAIIMOHHBIX CHCTEM MEPCOHAJIBLHBIX 1aH-
HBIX?



Kputepumn oueHmnBaHmaA LLIkana oueHOK
Obyuatowuiica NpMBOAMT OCHOBHbIe NapameTpbl | OTanyHo (90-100 6annos)
OL,eHKM MHPOPMALIMOHHBIX CUCTEM NEPCOHANb-
HbIX ZaHHbIX. [0APO6HO ONKMcaHbl KpUTEPUK
OLeHKM HeobX04MMbIX MapaMeTpoB.
Ob6yyatowmiica NpMBOAMT OCHOBHbIE NapameTpbl | Xopowo (70-80 6annos)
OL,eHKM MHPOPMALMOHHBIX CUCTEM NEPCOHASb-
HbIX AaHHbIX. [0APO6HO ONMCaH KaxKabli U3 na-
pameTpoB OLLEeHKM. JonyCcKatoTcA HE3HAUNTE b-
Hble HETOYHOCTW.

Ob6yuatowmiica gonyckaert oWwnbKy B napameTpax | YaosnetsoputenbHo (50-70 6annos)
OLeHKN MHPOPMALLMOHHBIX CUCTEM NEPCOHANb-
HbIX SAHHbIX. YaCTMYHO OMMCAH KaXKAablli napa-
meTpoB. OTBET He COAEPHKMUT rPyObIX OLUMOOK.
He npeacTraBneHbl NapameTpbl OLLEHKM MHOOPMa- HeyaosnetBopuTenbHO
LMOHHbIX CUCTEM MEPCOHANbHbIX AaHHbIX. [pK-
CYTCTBYIOT rpybbie OWMOKN AU HETOYHOCTH.

KomnereHuusa OMNK-6

3agaHuns 3aKpbITOro TMna

1. Mopaeanb yrpo3 6e3onacHocTu nHopmMauuu U (MJIM) TEXHHYECKOe 3aJ]aHHe HA CO3aHNe rocyaap-
CTBEHHOI MH(POPMANIMOHHON CHCTEMBbI J0JKHBI ObITH COrJIACOBAaHbI (B Mpeaeaax uX IMOJTHOMO-
YUl B YaCTH, KACAIOIIECs BbIMOJTHEHNsI YCTAHOBJIEHHBIX TPeOOBaHU 0 3amuTe HHPOPMALHH)
c:

a) ®CTOK Poccun; ®CB Poccun; Muniudpsl Poccun; Pockomuamzop;

0) ®CTIK Poccun; Pockomuanzop; Munmudpsr Poccnn;

B) ®CTOK Poccun; ®Ch Poccun; Pockomuamzop;

r) ®CTOK Poccun; ®Ch Poccun;

1) ®CTIK Poccnun; Munnmdpsl Pocenuy;

2. Tlpu onpenejieHuy TpedOBaHUI K cHcTeMe 3alIUThI HHGOPMAaUH WH(POPMANMOHHONH CHCTEMBbI

YUYUTBIBATCS MOJIOKEHHS MOJUTHK obecrieyeHusi HHGOPMAIMOHHOI 0e30MacHOCTH:

a) oOmagaTens nHGOPMAIUH (3aKa34YMKa), a TAKXKE MOMUTHK obecrieueHus: nH(HOPMAIMOHHOW Oe30macHo-
CTH OTIepaTopa;

0) obmagarens nHPopManmy (3aKka3unKa), a TAKXKe IMOJUTUK obecriedeHns HHQOPMAIMOHHOW Oe30macHo-
CTH OIlepaTopa M yIMOJHOMOYEHHOIO JIMIA B YACTH, HE IPOTUBOPEYAILei MonuTHKaM obianaTesns nHdpopma-
MY (3aKa34nKa);

B) oOJyiagareinst MHQoOpMaIu (3aKa3yrKa), a TakKe TONIUTHK oOecriedeHns: HHpOopMaIlMoHHOH Oe30macHo-
CTH OIIEpaTopa U YHOJIHOMOYEHHOTO JIULIA;

r) obnamarens nHGopManuy (3aKka3ulKa), OorepaTopa, yIoJIHOMOUSHHOTO JIWIIA, 8 TAKXKE MOJUTHUK o0ecrie-
YeHUs MH(POPMAIIMOHHON 0E€30MacHOCTH NPUB/JIEKAEMOM OPraHM3aLLMM, UMEIOLWEN INLEH3NIO Ha AeATeslb-
HOCTb MO TEXHUYECKOW 3aLmTe KOHOUAEHLMANbHON MHOOPMaLLMK;

3. TpeGoBaHusi k cucreMe 3alUTHI HHPOPMALMH rOCyIapCTBEHHOH MH(OPMALMOHHON CHCTEMBbI

onpeeAoTCs B 3aBUCHMOCTH OT:

a) OaHKa TaHHBIX yrpo3 OezomacHocTH nHpopMauuu (bdu.fstec.ru), a Taxke pe3ysIbTaTOB aHAJIH3a YSI3BU-
MOCTeH HHPOPMAITHOHHON CUCTEMBIL;

0) Mozaenu yrpo3 0e30macHOCTH HH(GOPMAIUH, a TAKKE PE3yJIbTaTOB aHaJIN3a YsI3BUMOCTeH MH(OpMaI-
OHHOM CUCTEMEL;

B) KJlacca 3alIMIICHHOCTH HH(POPMAIIMOHHOM CHCTEMBI M YIpo3 0€30M1acCHOCTH WHPOPMALMH, BKIIIOYEHHBIX
B MOJIETb YTPO3 0€301acHOCTH HH(POpMaIInY;

T') OT 3HAYUMOCTH 00pabaTeiBaeMoli B Hel HH(MOpMAaINU U MaciiTada WHPOPMAIIOHHOMN CHCTEMBI,

4. Pa3padoTkKa cucTeMbl 3alIUTHI HH(popManu HHGOPMALTHOHHOI CHCTEMBI OPraHU3yeTcs:

a) obnagareneM uH(popMaKu (3aKa34UKOM);

0) omepatopoM HH(POPMAITMOHHON CUCTEMBI,

B) YIOJIHOMOYEHHBIM JTUIIOM;



T') IpUBJIEKaeMON OpraHu3alel, UMEIOILEeH TUIEH3HUIO Ha ACATEIbHOCTh M0 TEXHUYECKOH 3a1nuTe KOHPH-
JCHIIMATbHON HH(pOPMaNNH;

5. B kakux nH(GOPMALNUOHHBIX CHCTeMax B LeIAX 3alMThl HH(OpPMaLMH NPeIyCMOTPEHO 00s13a-

TeJIbHOE PUMeHeHUe CPeACTB KPpUNnTorpaduueckoii 3amuTsl HHpopMaum?

a) B TOCYIapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX;

0) B mH(pOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX;

B) B HH()OPMAITMOHHBIX CHCTEMax OOIIETO MOJH30BaHMUS;

') B HHQOPMALIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX, €CIIH MIePCOHAIbHBIC TAaHHBIC MOICKAT KPHII-
Torpa)MuecKoi 3aliTe B COOTBETCTBUH C 3aKOHOAATENLCTBOM Poccuiickoit dexepaunu u ocymecTBisieTcs
nepeaaya TaKuxX NepCOHAIbHBIX JAHHBIX 110 HE 3aILMINEHHBIM KaHAIaM CBSI3U W/WIN OCYLIECTBIISIETCS] XpaHe-
HHUE TIepPCOHABHBIX JaHHBIX Ha HOCUTENSIX HH(POPMALUK, HECAHKIIHOHUPOBAHHBIM JOCTYII K KOTOPBIM CO CTO-
POHBI HAPYLIUTENS HE MOXKET OBITh UCKIIIOYEH C MOMOIIBI0 HEKPUNTOTPahuIeCKUX METOIOB H CIIOCOOOB;

6. B kakux mH(pOPMALMOHHBIX CHCTEMaX B LeJAX 3aIIUThI HH(OPMAIMH NPeIyCMOTPEHO 00s13a-

TeJIbHOE NPUMeHeHHne KBAaJIu(UIUPOBAHHOM 3JIEeKTPOHHOH noanucu?

a) B TOCY/IapCTBEHHBIX WH(POPMAIIMOHHBIX CHCTEMAX;

0) B MH(QOPMAIIMOHHBIX CUCTEMaX NEPCOHANBHBIX JaHHBIX;

B) B HH()OPMAITMOHHBIX CHCTEMax OOIIETO MOJIH30BaHMS;

T') BO BCEX MEPEUUCIICHHBIX BbIIIE HHPOPMAIIHOHHBIX CUCTEMAX;

7. Pa3paboTka cucTeMbl 3aIIMTHI HHPOPMAIHH HH(POPMATIMOHHOI CHCTEMBbI OCYIIECTBJISIETCS B CO-
OTBETCTBMHU C TEXHHYECKUM 33/IaHHEM Ha CO3JaHMe NH(POPMALMOHHOI cUCTeMbI U (MJIM) TEXHH-
YeCKUM 3aJaHueM (YACTHBIM TeXHHYECKHUM 3aJaHHeM) HAa CO3/IaHHe CHCTeMbl 3alMThl HHGOp-
MaluM HHPOPMALMOHHOM CMCTeMbI H BKJIIOYAET CJeAYI0IHe CTAIUM:

a) xraccuukanuio MHPOPMANMOHHON CHUCTEMBI TI0 TPeOOBAHUAM 3alIUTHl MHPOPMAIINH; OTPeIeICHUE

yrpo3 6e30macHOCTH HHGOPMAITNH;, ONIpeelieHrue TpeOOBaHUH K CHCTEME 3alUThl HH(POPMAIIHH;

0) pa3pabOTKy MOJICIH YIpo3; onpeeiicHie TPeOOBaHMIA K CHCTEME 3all[UThl HH(POPMAIIMK; ONPECIICHUS
BUIOB U TUIIOB CPEACTB 3allIUThI I/IH(bOpMaHI/II/I, O6CCH€‘II/IB3IOIHI/IX pean3alio TCXHUYCCKHUX MCP 3alIUThI
uHpOpMaLUK; pa3pabOTKy HKCIUTyaTallMOHHOW JOKYMEHTALIUHY;

B) pa3pabOTKy MOJEIH yIpo3; ompeiesieHre TpeOOBaHH K CHCTEME 3alllUThl HHPOPMAINH; OTIpe/ieieHIE
HEOOXOIUMBIX CPE/ICTB 3aIUTH HHPOPMAINH; pa3padoTKy OpraHU3alMOHHO-PACTIOPSANTENFHON U IKCILTYa-
TaIMOHHOM JOKYMEHTAlNU;

T') IPOEKTUPOBAHUE CUCTEMBI 3aIUThl HHPOPMALIUK; Pa3paboTKy 3KCILTyaTallHOHHON TOKYMEHTALUH;

MaKeTHPOBaHHE U TECTHPOBAHHE CHCTEMBI 3aI[UThl HHPOPMAITUH (TIPH HEOOXOTUMOCTH);

8. JkcmiyaTanHoHHAasi TOKyMEHTAIMS HA CHCTeMY 3alIUThl HHPOPMAIMN HH(POPMANIMOHHON CH-
crembl paspadateiBaercs ¢ yuetom 'OCT 34.601, TOCT 34.201 u I'OCT P 51624 u nonxHa B
TOM 4YHCJI€e COlePKAThH:

a) pyKOBOJICTBO IOJIb30BAaTENIs; PYKOBOACTBO OINEPaTOpa; pyKOBOACTBO aIMHHUCTPATOPA; ONKCAHKE Mpa-

BWJI DKCIUTyaTally CUCTEMBI 3alIUTHI HHpOpMaIiyu HHOOPMAIIMOHHON CUCTEMBI;

0) omucaHue CTPYKTYpPbI CUCTEMBI 3aIIMThl HH)OpMaUU HHPOPMALMOHHONW CHUCTEMBI; ONIMCAaHUE COCTAaBA,
MECT YCTaHOBKH, TaPaMETPOB U MOPSAKA HACTPOHKH CPEICTB 3alIUThl HHPOPMAIMHU, IPOIPAMMHOTO obecrie-
YCHUA U TEXHUYCCKUX CPCACTB, OMMMCAHUEC ITPaBUJI SKCILTyaTallu CUCTEMBI 3allIUThI;

B) PYKOBOJICTBO aJMHUHUCTPATOpa WHPOPMAIIIOHHON CHCTEMBI; OITMCAHUE TIPABUII Pa3BEPTHIBAHHS U DKC-
IUTyaTaly CUCTEMBI 3aIUThl MH(OpMauuu HH(OPMALMOHHON CHCTEMBI,

T') IOPSAJOK pa3BepThIBAHMUS U HACTPOMKH CPEACTB 3alIUThl HH(OPMALIMH; ONTUCAHUE TIPABIJI SKCIUTyaTalun
CHUCTCMbI 3allIUTHI; ITpaBUJIa U Tpe6OBaHI/IH 110 peajin3ani YCTAaHOBJICHHBIX MEP 3allIUThL I/IH(i)OpMaHI/II/I;

9. BHeapeHue cHCTEMBI 3aIIUTHI HHGOPMALTUN HH(POPMAIIMOHHON CUCTEMbI OPraHU3YyeTCs:

a) obnagareneM uH(popMaKy (3aKa34UKOM);

0) omrepatopoM HH(POPMAITMOHHON CUCTEMB,

B) YITOJTHOMOYEHHBIM JIHIIOM;

T') IpUBJIEKaEMO OpraHu3alyel, UMEIOIeH JTUIEH3HUIO Ha ACATEIbHOCTh [0 TEXHUYECKOH 3a1nuTe KOHPH-
JEeHIUAIbHON HH(OpMAINY;

10.BHenpenue cucTeMbl 3alIUTHI HHPOpMaLu HHPOPMALIMOHHON CHCTEMBI OCYIIECTBJISIETCS B CO-
OTBETCTBHH C MPOECKTHON M IKCINIYaTAIMOHHON JOKyMeHTAllMel Ha CHCTeMYy 3alliuThl HH(poOpManun
HH(OPMANMOHHON CHCTEMBbI U B TOM YHCJIe BKJIIOYaeT:

a) HACTPOMKY CPE/ICTB 3aLIUTHI; IPEABAPUTEIbHBIC HCIIBITAHNS CUCTEMBI 3alIMTHl HH(OPMAIIKH; OTIBITHYIO
9KCIUTyaTallMi0 CUCTEMBI 3aLIUThl MH(OPMALWHU; MPUEMOYHbIE UCIBITAHUS; aTTECTalUI0 WHPOPMALIHOHHON
CUCTEMBI,



0) pa3BepThIBaHUE CPEJCTB 3aIIUTHI, pa3pab0TKy OPraHU3aIMOHHBIX MEp 3aIUThI HH(HOPMAIUH; TIPe/IBa-
PUTENbHBIC UCTIHITAHHS CUCTEMBI 3aIUTHl HHOOPMAIIMHU; ONBITHYIO SKCIDTYaTaIllUi0 CUCTEMBbI 3allIUTHI HH(OP-
MaIUH; aHAJIN3 YSA3BUMOCTEH U MPUHSITHE MEP 3aIUThl TH(HOPMAIIUH 10 UX YCTPAHEHUIO; PUSMOYHBIC UCITBI-
TaHUs;

B) YCTaHOBKY M HACTPOUKY CPEACTB 3aIIUTHI; Pa3padOTKy OpraHN3aI[MOHHO-PACTIOPSINTEbHBIX TIOKyMEH-
TOB TI0 3aIUTe HH()OPMALINHK; BHEIPEHNE OPTaHU3AIMOHHBIX MEp 3aIIUTH HH(POPMALWH; MpeIBapUTEIbHBIC
UCIIBITAHUS CUCTEMBI 3aIIUThHl HH(OPMAITUH; OMBITHYEO 3KCILTyaTaI[{i0 CUCTEMBI 3aIlUThI MH()OPMAITUH; aHa-
JU3 YA3BUMOCTEHN M MIPUHATHE MepP 3alUThl HH()OPMAITUH 110 X YCTPAHEHUIO; IPUEMOYHBIC UCTIHITAHWIS,

T') YCTaHOBKY W HACTPOUKY CPEACTB 3aIIUTHI; pa3paboTKy OpraHN3alOHHO-PACTIOPSANTEIHHBIX JOKYMEH-
TOB IO 3aluTe WHGOPMAIUH; BHEAPESHUE OPTaHU3alMOHHBIX MEpP 3alllUThl HHPOPMAIHK; 00YUCHHE MOJTh30-
BaTeJIe; MPe/IBAPUTEIbHBIC UCTIBITAHUS CUCTEMBI 3aIlIUThl MH()OPMAIIUH; OMBITHYIO KCIUTyaTaIlUI0 CUCTEMBI
3amuTHl HHGOPMAIIIH; TPHEMOYHbIE HCITBITAHUS;

3a4aHus OTKPbLITOro TMna

1. CKOJIBKO YCTaHOBJICHO KJIACCOB JJISL CPEJICTB KPUIITO3AIIUTHI HHpOpMAIn?
2. CKOJBKO yCTaHOBIJICHO KJIACCOB TSI TH)OPMAITMOHHBIX CHCTEM OOIIEro TOIh30BaHUS?

3agaHus C pa3BEPHYTbIM OTBETOM

1. KaKue oCHOBHble MeponpUATHA 3aWmUTbl UHGOPMaLUKN NPOBOAATCA B rocyaapcTBeHHOM nHdop-
MaLMOHHOI cucteme (OT co3gaHUA 40 BbiBOAa U3 IKCRIyaTauum).

Kputepuun oueHnsaHuA LWkana oueHoK
Obyuatowuiica NpMBOAMT OCHOBHbIE meponpusa- | OTandyHo (90-100 6annos)
TWA 3aWNTbl HGOPMaLIMK B TOCYAaPCTBEHHbIX
MHPOPMaLMOHHBIX cuctemax. MoapobHo onmncaH
KaXKAbli U3 3Tanos.

Obyuatowuiica NpMBOAMT OCHOBHbIE Meponpus- | Xopolwuo (70-80 6annos)
TWA 3aWNTbl MHGOPMaLIMM B TOCYAaPCTBEHHbIX
MHPOPMaLMOHHBIX cucTemax. MoapobHo onuncaH
KaxkAabli U3 3Tanos. [lonycKkaroTca He3HaunTe Nb-
Hble€ HETOYHOCTMU.

Obyuatowniica gonyckaert olWwnbKy B nocnenosa- | YaosnetsoputenbHo (50-70 6annos)
TE/NIbHOCTU OCHOBHbIX MEPONPUATUIA 3aLUMTbI UH-
dopmaLmMm B rocyaapcTBEHHbIX MHPOPMALMOH-
HbIX CMCTEMAX. YaCTUUYHO ONMCaH KaxKabli U3 3Ta-
nos. OTBET He CoAepPKUT rpybbix OWNBOK.

He npeacTaBaeHbl 3Tanbl }KU3HEHHOTO LUMKAA roc- HeyaoBneTBopuUTeNbHO
yAapCTBEHHbIX MHGOPMALMOHHbIX cucTem. Mpu-
CYTCTBYIOT rpy6ble OWMUBKM UM HETOYHOCTH.

KomnerteHuusa OMNK-10

3agaHus 3aKpbITOro TMna

1. B rocynapcTBeHHOiT HHGOPMANMOHHOI cCCTeMe KAK MUHUMYM IOIJIEKAT PEerucTPaluu ciaeny-

o1ue coObITHS:

a) BXoJ (BBIXOJ), a TAKKe MOIBITKYA BX0Ja CyOBEKTOB A0CTYNA B MHOPMALMOHHYIO CUCTEMY U 3arpy3KH
(ocTaHoOBa) OMEPAITMOHHON CUCTEMBI,

0) moAKIII0YeHNE MAIIMHHBIX HOCHTENIEH HH(POPMAaLUK U BBIBOJ MH(POPMALIMU HA HOCUTENU HHPOPMAaLIUH;

B) 3allyCK (3aBepILICHNE) IPOrpaMM U IPOLECCOB (3aaHuil, 3a/1a4), CBI3aHHBIX ¢ 00paboTKOH 3amuiae-
Mol nH(opMaIuy;

T') MOTBITKH JJOCTYIA MPOTPAMMHBIX CPEJICTB K ONPEeIieMbIM OIIepaTOPOM 3aIUIAEMBIM 00BEKTaM JI0-
cTyna (TEXHUYECKUM CpEeJCTBaM, y3JlaM CETH, JUHUAM (KaHajaM) CBS3U, BHEIIHUM YCTPOWCTBaM, MpOrpam-
MaMm, ToOMam, KaTajoram, (aiiaam, 3amucsm, NoJsiM 3aniceil) 1 MHBIM 00BbEKTaM J0CTYIIa;

1) IOTBITKY YAAJIEHHOTO JI0CTYIA;



€) Bce BBILICTICPEUNCIICHHBIE COOBITHS;

2. Pa3zpabaTpiBaeMble OPraHM3alMOHHO-PACTIOPSIANTEIbHbIE JOKYMEHThI M0 3amuTe uHdopma-
MM J0/KHBI ONIPeesiTh MPABUJIA U MPOLEIYPHI:

a) ympaBlieHHs (aJMHUHUCTPHUPOBAHUS) CHCTEMOH 3alUThl MHQOPMAIMH; BBISIBICHUS MHIUIECHTOB O€3-
OMMaCHOCTH MHPOPMAIH U pEarupoBaHus Ha HUX; YIpaBiIeHUs KOHGUrypaureil nHHOPMallMOHHON CHCTEMBI
Y CHCTEMBI 3aIUTHI HHPOPMAaLK; KOHTPOJIS (MOHUTOPHHTA) 32 00eCIIeYeHNEM YPOBHS 3alUIIIEHHOCTH HH-
(dopmarum, comeprkarieiics B HHOOPMAIMOHHON crcTeMe; 3alUThl HH()OPMAIIUHU IIPU BBIBOJIE M3 IKCILTyaTa-
UM MHPOPMATMOHHON CHCTEMBI WM TIOCIIE IPUHATHUS PEeLIeHNs: 00 OKOHYaHUHU 00paboTKu HH(OopManuy;

0) ynpasieHus (aJMHHUCTPHUPOBAHUS ) CHCTEMOM 3aIIUTH MHPOPMAIUK; YIPaBIeHU KOHPUTypaLuei HH-
(hOpMarMOHHON CHCTEMBl M CHCTEMBI 3aIllUTHl MHGOPMAIIUN; KOHTPOIS (MOHHUTOpPWHTA) 32 OOecIeueHuEM
YPOBHS 3alIUIIEHHOCTH HHPOPMALIUH, ColepXKalleiics B MHQOPMAIIMOHHOW CUCTEME; 3allUThl HH(OpMALIUU
NpY BBIBOJIC W3 AKCIUTyaTaluyd MH(POPMAIIMOHHON CHCTEMBI WJIH TOCJIe MPHHATHS pelieHus 00 OKOHYaHWUHU
00paboTky HHPOPMAIINH;

B) ynpaBJieHus (aIMUHUCTPUPOBAHISI) CHCTEMOM 3aIIUTH HH(POPMAIIMH; YIIPABIICHUS KOH(MUTYypannen nH-
(opMaLlMOHHOW CHUCTEMBI M CHCTEMBI 3aIIUThl WHPOPMAIMK; KOHTPOJsi (MOHUTOPHHTA) 32 o0ecreueHueM
YpOBHS 3aIIUAIIEHHOCTH HH()OPMAIINH, CoepIKaIieics B ”HPOPMAITMOHHON CUCTEME;

T') BBISIBIICHUSI HHITUACHTOB 0e301MacHOCTH WH()OPMAITNN U PearnpoBaHus Ha HUX; YIIPaBICHUS KOHDUTY-
panyeii ”HPOPMALIMOHHON CUCTEMBI U CHCTEMBI 3allIUTHI HHQOpMAIMK; KOHTPOJIsl (MOHUTOPHHTA) 3a obecte-
YEHUEM YPOBHS 3aIIUIICHHOCTH HHPOPMAIHH, coiepKalleiics B MHGOPMAIIMOHHON CUCTEME;

3. Ilpu BHeApEeHNHU OPraHU3alMOHHBIX Mep 3aLUTHI HH(POPMAIIMHU 0CYIIECTBJISIIOTCS:

a) peanm3anus MPaBW Pa3TpaHUUYEHUs TOCTYIA, YCTAHOBKA M HACTPOWKA CPEJICTB 3aIIMTHI, pa3paboTka
OpraHU3alMOHHO-PACTIOPSIAUTENLHBIX JOKYMEHTOB IO 3aliuTe HH(OpManuu; oOydeHHEe IOJIb30BaTelNei;
MMPEABAPUTEIILHLIC HUCIIbBITAHHUA CUCTEMBI 3alllUTHI I/IH(I)OpMaHI/II/I; OIIbITHAA 3KCILTyaTallusd CUCTCMbI 3alllUThI
nH(pOpMAIH;

0) peanu3zaius MpaBwl pa3rpaHUYCHUs JOCTYIA, U BBEJICHUE OTPAaHMUYCHHUI Ha JCHCTBUS MOJIb30BaTEIICH,
a TaKKe Ha MI3MEHEHHE YCIIOBUH IKCILTyaTalllH, COCTaBa M KOH(PUTYpaIli TEXHUIECKUX CPEJICTB H IPOTPaMM-
HOTO 00eCTIeueHHs; TPOBEPKa MOIHOTHI M AETaTLHOCTH OIMCAHUS B OPTaHU3AI[IOHHO-PACTIOPATUTENEHBIX JI0-
KyMEHTax IO 3aliuTe WHPOpMalny ASWCTBUI TOJIH30BATEICH W aJMUHUCTPATOPOB; OTpabOTKa HEHUCTBUI
JOJDKHOCTHBIX JIHI 1 HOIlpa?;IlCJICHI/Iﬁ, OTBCETCTBCHHBLIX 3a p€ain3alvuio MEpP 3alllUThI I/IH(I)OpMaHI/II/I;

B) pa3BepTHIBAaHNE CPEACTB 3aIIUTHI, pa3pabd0TKa OpraHU3AIMOHHBIX Mep 3aIUuThl HH(OPMAIUH; TTPpeIBa-
PUTENBHBIC UCTIBITAHHS CHCTEMBI 3aIIUTH HH()OPMAITUH; OMBITHYO SKCILTYaTaI[I0 CHCTEMBI 3alTUThl HH(OP-
Malliy; aHAJIU3 YS3BUMOCTEH M PUHATHE MeP 3alIUThI HH)OPMAIIHH 10 UX YCTPAHEHHIO; IPUEMOYHBIC UCTIbI-
TaHUS,

r) oOydeHHe TOJB30BaTeNeH; MpeIBapUTeIbHbIE UCIIBITAHUS CUCTEMBI 3aIUThI HHPOPMAIIUY; OTBITHAS
IKCIUTyaTalls CUCTEMbI 3aIUThl HH)OPMAIINH; aHAIN3 YA3BUMOCTEH M PUHATHE Mep 3aIUThl HHQOpMaIun
M0 UX YCTpaHCHUIO, p€ain3alud NpaBuJl pasrpaHUYCHUA NOCTYyIa, U BBCIACHUC OFpaHI/I‘IeHI/Iﬁ Ha HeﬁCTBHH
MOJIL30BaTEIeH; IPOBEPKA MOHOTHI M JIETATFHOCTHU OIMCAHWSI B OpTaHU3aIlHOHHO-PACIIOPSIUTEIFHBIX JIOKY-
MEHTaX T10 3aIuTe HHQOpMaIuH IEHCTBHIA MOJTb30BaTelNeH U aIMUHUCTPATOPOB; OTPAOOTKA IEHCTBUI JOTIK-
HOCTHBIX JIUII 1 HOILpa?;ILe.HeHHfI, OTBETCTBCHHLIX 3a p€aiu3aluio MEp 3allUThI I/IH(I)OpMaIH/II/I;

4. AHanau3 ysa3BUMOCTel HH(OPMAIMOHHOH CHCTEeMbI BKIOYAET:

a) TECTHPOBAaHNE HA IPOHUKHOBEHNE; YCTAHOBKA OOHOBJICHHI IIPOTPAMMHOTO 00€CTICYSHHUST; TIOTBEPHKIC-
HUE, 9TO B UH()OPMAIIMOHHOM CHCTEME OTCYTCTBYIOT YS3BHUMOCTH, COZlepKalnrecs B 0aHKe TaHHBIX yrpo3 0e3-
omacuoctu uHpopmarmu PCTIK Poccuu;

0) ckaHmpoBaHHE CEePTHMOUIUPOBAHHBIMU CPEICTBAMH 3aIlIUTH MH(POPMAIMHU; yCTaHOBKA OOHOBIICHUI
POrpaMMHOr0 00ecreueHHsT; TOATBEPKACHUE, YTO B HMHPOPMAIMOHHOH CUCTEME OTCYTCTBYIOT YS3BHMOCTH,
cozeprkarirecs B 0aHke JaHHBIX yrpo3 OezonacHoctu uHpopmaimu PCTIK Poccun;

B) aHAJIN3 YSA3BUMOCTEH MPOrpaMMHOT0 obecriedeHns HHPOPMAIIMOHHOW CHCTEMBbI, yCTaHOBKa OOHOBIIE-
HUI IPOrpaMMHOT0 o0ecTieueHus]; MOATBEP)KICHNE, YTO B MH(POPMALMOHHON CUCTEME OTCYTCTBYIOT YSI3BH-
MOCTH, coAeprkainecs B 0aHke gaHHbIX yrpo3 OezonmacHocT nHGopmau @CTIK Poceuny;

T) aHaJIU3 YSA3BUMOCTEN CPE/ICTB 3aIIUTHI HH(OPMAIIMU, TEXHUIECKUX CPEJICTB M MPOrpaMMHOT0 obectie-
YyeHus1 THOOPMAIIMOHHOW CHCTEMBI;

5. B cayuae BbIfiBJIEHHS YSI3BUMOCTeil HH(OPMANMOHHO CHCTEMBI, MPUBOASIINX K BOSHUKHOBE-
HHIO JIOTIOJTHUTEJBHBIX YIPo3 6e30nacHocTH HHGOpMAIUK, TPOBOIUTCS:

a) YTOYHEHHE MOJICIIH yIpo3 0€30MacHOCTH HH(POPMALIMK U ITPH HEOOXOAMMOCTH IPUHUMAIOTCS IOTIOTHH-
TCJIbHBIC MCPBI 3allIUThI I/IHq)OpMa]_H/II/I, HaIpaBJICHHBIC HA YCTPAHCHUEC BbIABJICHHBIX y513BPIMOCTeI71 MNJIN UCKITHO-
YaroIlye BO3MOXXHOCTD UCTIOIb30BAHUS HAPYIINTENEM BBISIBICHHBIX YS3BUMOCTEH;

6) MIPUHUMAIOTCA JOTIOJIHUTEIIbHBIC MEPHI 3allIUThI I/IH(l)OpMaIII/H/I, HaIlpaBJICHHBIC HA YCTPAHCHWEC BbIABJICH-
HBIX y5[3BI/IMOCTeI71 HJIN UCKITIOYAIOIINE BO3SMOXKHOCTD MCIIOJIB30BAHUA HAPYIIUTEIIEM BBIABJICHHBIX YA3BHUMO-
CTel;



B) YCTaHOBKa OOHOBJICHUH IIPOrpaMMHOT0 00€CTIeYeHHS; TPUHUMAIOTCS TOTIOTHUTENbHBIC MEPhI 3alUThI
uH(OpMAaLNH, HAITPaBJICHHbIC HA YCTPAHECHHE BBIIBICHHBIX YA3BUMOCTEH MJIM MCKIIIOYAIOIINE BO3MOXKHOCTD
WCIIOJIb30BaHMsI HAPYIIUTENIEM BBISIBIICHHBIX YSI3BUMOCTEI;

T') yCTaHOBKAa OOHOBJIEHMI MPOrpaMMHOTO OOECTIeYeHUs; MOATBEPKICHIE, YTO B HHPOPMAIIOHHOH CH-
CTeME OTCYTCTBYIOT YSI3BUMOCTH, COJEp)Kaluecsi B OaHKE NaHHBIX yrpo3 0e30MacHOCTH HH(POpMaLUH
®OCTIK Poccuu;

6. Arrecranus HH(OPMAIIMOHHON CHCTEMbI OPraHU3YeTCs:

a) obnagareneM uHpopMaIKKU (3aKa3UNKOM);

0) omrepatopoM HH(POPMAITHOHHON CHCTEMBI,

B) obnagareneM nHGOpMAHH (3aKa39UKOM) HITH OTIEPaTOPOM;

T') IpUBJIEKaeMOH OpraHu3aliel, UMEIOILEeH JTUIEH3HUIO Ha ACATEIbHOCTh M0 TEXHUYECKOH 3aluTe KOHPH-
JEHIUAIbHON HH(OpMALINY;

7. WndopmauuoHHbie cucTeMbl, (yHKIMOHUPYIOIIHE HA 6a3e 00uIeil HHPpPacTPYKTYpPHI (CpeaAcTB
BbIYHMCJINTETbHOM TEXHUKH, CEPBEPOB TEJIeKOMMYHHKAIIMOHHOTO 000PY/10BaHMs1) B KaUyecTBE MPHUKJIa/-
HbIX CEPBHCOB, NOJIEKAT aTTeCTALMH:

a) B COCTaBe yKa3aHHOW UH(PPaCTPYKTYpHI;

0) mo otaenbHOCTH; 00IIast MHPPACTPYKTypa IOJKHA UMETh CBOM aTTeCTaT COOTBETCTBUS TPEOOBAaHUSIM
Oe3omacHOCTH MH(POPMAIIHH;

B) B COCTaBE€ yKa3aHHOUH MH(PacTPyKTypbl; JOMyCKaeTcs MPOBEJACHUE aTTeCTallMd TaKUX HH(POPMAaILUOH-
HBIX CUCTEM OT/ENBHO;

I) Kaxzaas Takasg MHQOpMAIMOHHAsl CUCTeMa JOJDKHA UMETh CBOM aTTECTaT COOTBETCTBUS TPEOOBaHMAM
Oe3omacHOCTH HHPOPMAIINN; ATTECTAIUS 00IIeH MHPPACTPYKTYPHI HEOOA3aTeNbHA;

8. Ha kakoii cCpok BbIIaeTcsl aTTeCTAT COOTBETCTBHA TPeOOBaHUSAM MO 3amuTe HHGOPMANIMU HA
rocyJapcTBeHHYI0 MH(OPMALMOHHYIO cUCTeMY?

a) Ha 3 rona;

0) Ha 5 JneT;

B) Ha BpeMsl SKCIUTyaTalli TOCYAapCTBEHHON MH(OPMALIMOHHON CHCTEMBI,

) 0ECCPOUHO;

9. IIpaBoBoii aKT Oprana MCIOJHHUTEJILHON BJIACTH 0 BBO/I€ CHCTEMBbI B IKCIJIyaTAIIMI0 BKJIIOYAET
MepOnpUsITHS:

a) 1o pa3paboTKe M yTBEPKACHUIO OPraHU3aOHHO-PACTIOPAAUTENFHBIX JOKYMEHTOB; 110 aTTECTAalllU CU-
CTEMBI 11O Tpe6OBaHI/I$IM 3alluThI I/IH(l)OpMaHI/II/I; 110 MOATOTOBKE NOJPKHOCTHBIX JIMII K OKCILTyaTalluu CUCTEMBI;

0) 1o pa3paboTKe U YTBEP)KIACHUIO OPraHn3allHOHHO-PACTIOPSANTENIBHBIX JOKYMEHTOB; 110 aTTECTalllU CU-
CTEMBI 110 TPeOOBAHUSIM 3aIlIMTHl MH(POPMAMK; O HOATOTOBKE K SKCIUTyaTallMd CHCTEMBI; IO IOATOTOBKE
JOJDKHOCTHBIX JIMIT K OKCIITyaTallui CUCTEMBIL,

B) 10 atTTeCTalilil CUCTEMBEI 110 TpeGOBaHI/IﬂM 3allluThI I/IH(i)OpMaHI/II/I; 110 MOATOTOBKE K OKCIUTyaTalluu CU-
CTEMBI; 10 OATOTOBKE JODKHOCTHBIX JIMI K SKCIUTyaTallid CUCTEMBI;

F) I10 IOATOTOBKE K SKCILTyaTallu CUCTEMBI; 110 IMOATrOTOBKE JOJIPKHOCTHBIX JIMII K OKCILUTyaTallu CUCTEMBI,

10. O6s13aH0 J1M IM10, OCYLECTBIsIOIIee 00Pa0OTKY NMEePCOHAIbHBIX JaHHBIX M0 MOPYYEHHIO Olle-
paropa, nojay4aThb corjacue cy0beKkTa MepcoHaJbHbBIX JaHHBIX Ha 00Pa0OTKY ero nepcoHAJIbHbIX JaH-
HBIX?

a) CooTBeTCTBYIOIIEE JIULIO HE 00SI3aHO MOJIyYaTh cOriacue cyObeKTa MepPCOHANbHBIX JaHHBIX Ha 00pa-
OOTKY €ro nepCcoHaNbHBIX JaHHBIX;

0) COOTBETCTBYIOIIIEE JIUIIO 00sI3aHO MOJIY4aTh COrJIacHe CyObhEeKTa IePCOHAIBHBIX JIAHHBIX Ha 00pa00OTKy
€ro MepCOHAIbHBIX JTaHHBIX;

B) COOTBETCTBYIOIIEE JIUIIO MOKET MOJIyYaTh COrJIachue CyObeKTa MePCOHANBHBIX JaHHBIX HAa 00paboTKy
€T0 MMCPCOHAJIBHBIX JAaHHBIX B 3aBUCUMOCTHU OT JKeJIaHUI ¥ BO3MOYKHOCTEHN JaHHOI'O JIMIIA,

I') COOTBETCTBYIOIIIEE JIULIO 0053aHO MOJIyYaTh COTJIacHe CyObeKTa IIePCOHAIbHBIX JaHHBIX Ha 00pa0OTKyY
€ro NepcoOHANIBHBIX JIAaHHBIX B Cydae, eclid 00padaThIBalOTCs CleHUaTbHbIE KATETOPUH IIEPCOHANBHBIX JaH-
HBIX CYOBEKTa;

1) HET TIPAaBHUIIBHOTO OTBETA;

11.KakoB onpenesiloluii NPU3HAK rocyJ1apcTBeHHOH HH(POPMALMOHHOM cHUcTeMbI?

a) TpeOoBaHus K 3amuTe HHpopMauuu B nHPOpManuoHHOH cucteme omnpenensitor ®Cb Poccun u
®OCTOK Poccnn;

0) nadopMaIoHHasl CHCTEMa CO3J[aHa 3a CUET TOCYAapCTBEHHOTO OI0JKETA;

B) MH(OPMAIMOHHAS CUCTEMA SKCIUTYaTHPYETCsl B TOCYIapCTBEHHOW OpraHU3alvy;

r) nHPOPMALMOHHAS CUCTEMA CO3/jaHa Ha OCHOBAaHUHM (heAepajibHOTO 3aKOHA MIIM MPaBOBOT'O aKTa ToCy-
JAPCTBEHHOT'O OpraHa.



3agaHusa OTKPbLITOro TMna

1. Hudopmanms, TOCTyI K KOTOPOI OorpaHudeH ¢eneparbHBIMA 3aKOHAMH Ha3bIBaeTCsl HH(opMaImeit
2. Kak yacto HE0OX0AMMO MPOBOJAUTH KOHTPOJIb 3alIUTHl HH()OPMAIIUN B TOCYJAPCTBEHHBIX WHpOPMa-
IHUOHHBIX CUCTeMax 2 U 3 Kjacca 3alUIlIeHHOCTH?

3agaHus € pa3BépHYTbIM OTBETOM

1. Kak ompeaensieTcsi HEOOX0AUMOCTh MPUMEHEHHUS CPEACTB KPUNTO3ANIUATHI HH(POPMALHHA ¥ UX
TpedyeMblii KJacc A5 3aJaHHONH HH(OPMAIMOHHOM CHCTeMBbI?

KpuTtepumn oueHMBaHMs LLIkana oueHoK
Obyyatowmiica NpMBOAMT OCHOBHbIE AOKYMeHTbI, | OTanyHo (90-100 6annos)
pernameHTMpylowme NpUMeHeHNe CPeacTB Kpun-
To3awmThl MHPopmauumn. NoapobHO onncaHbl
KpuTepumn onpegensaolme Heobxoa4MMocCTb Npu-
MEHEHWA CPeACTB KPUNTO3aLWMTbl UHGOPMaLUK.
Obyuyatowuiica NpMBOAMT OCHOBHbIE IOKYMeHTbI, | Xopolwuo (70-80 6annos)
pernameHTUpytoLLMe NpUMeHeHne cpeacTB Kpun-
TO3alWMTbl MHPOpMaumn. MoapobHO onumcaHbl
KpuTepumn onpegensaiolme Heobxoa4MMoCTb Npu-
MeEHEHWA CPeACTB KPUNTO3aLWMTbl UHGOPMaLUK.
[JonyckatoTca He3HauyuTeNbHble HETOYHOCTH.
Obyyvarowuiica gONycKaeT OWNDOKY B KpUTepUsAX, YnosnetsoputenbHo (50-70 6annos)
onpeaensalwmnx HeobXxoAMMOCTb NPUMEHEHUSA
CpPeAcTB KpMNTO3aLWMTbl HGOopMauumn. He
TBEPAO 3HAaET HOPMaATUBHbIE OKYMEHTbI, perna-
MEHTUPYIOLLME NMPUMEHEHME CPEACTB KPUMNTO3a-
WNTbl MHPopMaLMn. OTBET HE COAEPHKUT rpybbix
OLINBOK.
Obyuatowniica He 3HaeT HOpMaTUBHbIE [OKY- HeynosnetBopuTeNbHO
MEHTbI, peErnameHTUpyoLne NpMMmeHeHue
CpeacTB KPUNTO3aWMTbl MHPopMaLmn. MpucyT-
CTBYIOT rpybbie OLWMBKN NN HETOYHOCTU.

KomnerteHuusa OMNK-12

3agaHus 3aKpbITOro TMna

1. B cayuae onpeaesieHnsi B KauecTBe aKTYAJIBHBIX YTpo3 0€30MacHOCTH NePCOHAIBHBIX JaHHBIX 1-
ro 4 2-ro THNOB NMPOBEPKA CHCTEMHOI0 M (WJHM) MPUKJIATHOIO MPOrPaMMHOI0 ofecreyeHusl,
BKJIIOYAsi MPOrPAMMHBIIi KOJI, HA OTCYTCTBHE HEeKJIAPUPOBAHHBIX BO3MOKHOCTEI

a) IPUMEHSIETCS BO BCEX CITydasix;

0) MOYKET IPUMEHSATHCA KaK JIOTIOTHUTENbHAS MEPA;

B) HE MPUMEHSETCS BOOOIIIE;

2. Ouenka3((eKTHBHOCTH PeaTH30BAHHBIX B PAMKAX CHCTEMBI 32U THI NEPCOHATBHBIX JAHHBIX
Mep no o0ecnevdeHN 10 6e30MaCHOCTH MEPCOHANBHBIX TAHHBIX MPOBOJIUTCS ONEPATOPOM

a) €XEroJTHO;

0) He peXke OQHOTO pa3a B 3 roja;

B) NPH BO3HUKHOBEHHUH UHIIICHTA,

3. Kakoii peKBU3UT HAHOCHUTCSI HA JOKYMEHTAaX, COAeP:KAIUX CBeJeHHUsl, COCTABJISIIONINE KOMMeEp-
YecKyIl0 TaiiHy, B cjy4dae MpeaocTaBjieHus 00JiaaTejeM M0 MOTHBHPOBAHHOMY TPeOOBAHUIO OpraHa
rocyI1apcTBEHHON BJIACTH, HHOTO rOCYIapCTBEHHOT0 OPraHa, OpraHa MecTHOT0 cCaMOYTIpaBJIeHus?

a) «Jlnist cimy»eOHOTro TIOIb30BaHUsY;

0) HUKaKOH PEKBU3HUT HE HAHOCHUTCS;



B) «KomMmepueckast TaitHay;

4. Texnuyeckue cpeacTBa HHGOPMALHOHHBIX CHCTEM, UCIOJIb3yeMbIX TOCYAJaPCTBEHHBIMH OPra-
HAMH, OPTaHAMH MECTHOT'0 CAMOYNPABJIEHHUS], FOCYIAPCTBEHHBIMU M MYHHLIUNIAIbHBIMH YHUTAPHBIMHA
NpeANPUATUSIMH WJIH FOCYAAPCTBEHHBIMU U MYHHIUIIAIbHBIMH YUYpeKIeHUsIMH,

a) TOJKHBI pa3Meliatbesa Ha Tepputopun Poccuiickoil @enepannu;

0) MOTYT pa3MelIaThCcsl Ha TEPPUTOPUH IPY>KECTBEHHBIX TOCYJapCTB;

B) MOTYT Pa3MeIIaThCs IPOU3BOJIBHO;

5. JlesiTeIbHOCTH MO 3aIUTe KOHpHUIeHIHATbHOI HH(OPMAIUY JTULIEH3UPYETCSI B COOTBETCTBUH
€ M0JIOKeHUAMU:

a) @enepanbrHoro 3akoHa oT 27 utoist 2006 1. Ne 149-03 «O6 nndopmanmu, HOOPMAITMOHHBIX TEXHO-
JIOTHSX U O 3aIiuTe HHGOPMaLIN»;

0) ®enepanbHOro 3aKkoHa 0T 04 Mast 2011 r. Ne 99-D3 «O mureH3upOBaHUHN OTICIHHBIX BUIOB ACSITCIIb-
HOCTHY;

B) ®enepanpHoro 3akoHa ot 29 uroinst 2004 r. Ne 98-d3 «O xommepuecKoi TaiiHey;

6. s obecrneyeHusi KAKOTO YPOBHS 3aIMIEHHOCTH MEPCOHAIBHBIX JAHHBIX HE00X0AUMO B TOM
YyHcie co3anne CTPYKTYPHOIO MoApa3/ieseHusi, 0TBETCTBEHHOI0 3a o0ecneveHne 0e30MacCHOCTH Mepco-
HAJBHBIX JaHHBIX B HH(OPMAIMOHHOM cucTeMe, JTH0O0 BO3J10KeHHe HA OHO U3 CTPYKTYPHBIX MOApa3-
AeJieHU pyHKUMii 10 o0ecrnedeHNI0 TaKkoil Oe3onacHoCcTUH?

a) mo0oro ypOBHS 3alTUIIICHHOCTH;

0) TPEThEro M BHIIIIE;

B) BTOPOTO U BHIIIIE;

T') IEPBOTO;

7. K yeMy MoKeT MPUBECTH YCTAHOBKA Ha padoumnii KoMNboTep Hecankuuonuposaunuoro I10,
cKkayaHHOro u3 cetu UHTEepHET?

a) K HEOOOCHOBaHHOMY PacXoJy KOMIIBIOTEPHBIX PECYPCOB;

0) K BO3HUKHOBEHHIO KOH(DIMKTOB TP paboTe MITATHBIX IPOTPAMM;

B) K BHEAPEHHUIO «TPOSHCKUX) U UIMHOHCKUX MPOTPAMM;

I') K HEYMBILIIJICHHOMY 3apa)K€HUIO KOMITBIOTEPOB BUPYCaMU;

1) Bce U3 TIEPEUHCISHHOTO.

8. IomnexaTt Ju JUUEH3UPOBAHUIO YCJIYTrd MO MOHHTOPHHTY MH(OPMAIHOHHOH 0€30MaCHOCTH
cpeacTB M cucteM uHGpopmMaTu3aumu?

a) MOAJIeXKAT IO OTJAEIbHOMY PEIIEHHUI0 PYKOBO/ICTBA JINLIEH3NATa;

0) He MmoJIeXKaT;

B) TIOJyIEXAT 00SI3aTENHHO;

9. Oco0eHHOCTH TeXHMYEeCKOI0 PeryJIMPOBaHMs B YACTH Pa3padoTKM U YCTAHOBJIEHHs 00s13aTe b~
HbIX TpedoBannii ®CB Poccun n ®CTIK Poccnu onpenensirorest

a) 3akoHOAaTenbcTBOM Poccuiickoit Denepanmu;

0) [Ipesunentom Poccuiickoit enepannu, [IpaBurensctBom Poccuiickoii denepariivi B COOTBETCTBHH C
UX MTOJTHOMOYHSIMU;

B) COOTBETCTBYIOIIUMH (eiepaIbHBIMUA OPraHaMHU HCIIOJTHUTEILHON BIACTH;

10. [oJ0:keHME O INLEH3HPOBAHUH TeATETLHOCTH 10 Pa3padoTKe, MPOU3BOICTBY, pacnpocTpaHe-
HHMI0 IIM(POBAJIBHBIX (KpUNTOrpaguyeckux) cpeAcTB yCTAHABIUBAET JUIIEH3MOHHbIE TPeOOBAHHUA K
COOTBETCTBYIOLIEH 1eSITeTbHOCTH €O CPeICTBAMHU, MPeIHA3HAYeHHBIMH

a) JUTsl 3alIUThl HKHPOPMALIMHY, COepKalllel ePCOHANIbHbIC TaHHbIC,

0) st 32U TH HHPOPMAIH KOHPHICHIIMAILHOTO XapaKTepa;

B) JUTSI 3aIIUTHI MHGOpManu, 001a1aTeNlb KOTOPOI OCYIIECTBIISIET TEXHIHUECKOe 00CTy)KUBaHue M-
POBaJIbHBIX (KpUNTOrpaduIecKUX) CPEACTB I 00SCIeUEHUS COOCTBEHHBIX HYXI;

11. K kakoii 0TBETCTBEHHOCTH MO:KeT ObITh MPHBJIeYeH Pa0OTHHUK 32 HapyLIeHHe NPpaBuJI UHOP-
MAaIMOHHOI 0e30NACHOCTH, NPUHATHIX B OPraHU3aluu?

a) He MOXET OBITh IPUBIICYCH K OTBETCTBEHHOCTH;

0) rpak1aHCKO-ITPABOBOM HM/MJIM aIMUHUCTPATUBHOMN /MU YTOJIOBHO;

B) Ipa)XIaHCKO-TIPAaBOBOM W/WIIN aIMHUHUACTPATUBHOM;

T') aAIMHHACTPATUBHOI;

1) Tpa’kIaHCKO-TIPaBOBOH;

3agaHus OTKPbLITOro TMna




1. Ha xako#f Cpok BbITaeTCs ATTECTAT COOTBETCTBHUS TPEOOBAHIIM I10 3aIUTe WH(DOPMAITIH Ha TOCyaap-
CTBEHHYIO HHPOPMALMOHHYIO CHCTEMY?

2. B xakux nH(pOpPMALMOHHBIX CUCTEMAaX B LIEJSX 3alIUTHl HHPOPMALIUH MPETyCMOTPEHO 003aTeNbHOE
NpUMEHEeHUE KBaTU(PULIUPOBAHHON 3JIEKTPOHHON MOANUCH?

3agaHus € pa3BépHYTbIM OTBETOM

1. Kakue oCHOBHble MeponpUATUA NPOBOAATCA B rOCYAaPCTBEHHOU MHPOPMALMOHHOI cucTeme Aans
dopmupoBaHue TpeboBaHUiA NO 3aWwmuTe MHGOPMaLUN.

Kputepuun oueHnsaHuA LWkana oueHoK
O6yuatowmitca NpMBoOAUT OCHOBHbIe meponpusa- | OTamyHo (90-100 6annos)
TUSA 3aLLMTbl MHGOPMaLUK B FOCYAaPCTBEHHbIX
MHPOPMALMOHHBIX cucTemax. NMoapobHo onucaH
KaXXAbll U3 3Tanos.
Ob6yuatowmiica NpMBOAUT OCHOBHbIE meponpua- | Xopowo (70-80 6annos)
TUSA 3aLLUTbl UHGOPMaLUK B TOCYAaPCTBEHHbIX
MHPOPMALMOHHBIX cucTemax. NoapobHo onucaH
KaKAbli1 U3 3TanoB. [LonycKaloTca He3HauyuTe N b-
Hble HETOYHOCTH.
Obyuatowuiica AonyckaeT olWnbKy B nocnenosa- | YaosnetsoputenbHo (50-70 6annos)
Te/IbHOCTU OCHOBHbIX MEPONPUATUIA 3aLUTbI UH-
dopmaL MM B rocyAapcTBEHHbIX MHOPMaLMOH-
HbIX cMcTeMax. HYacTMYHO ONMCaH Kaxapbli U3 3Ta-
noB. OTBET He COAEPHKMUT rPybdbIX OLUMOOK.
He npegacTasneHbl aTanbl GopMmmnpoBaHma Tpebo- HeyaoBnetBopuTENbHO
BaHWM 3aLWMUTbl MHGOPMALMM B FOCYAAPCTBEHHbIX
NHPOPMALMOHHBIX cMcTeMax. MpUCYTCTBYIOT rpy-
6ble OWNOBKM NN HETOYHOCTH.

20.2. NMpomexyTo4yHana aTTecTauums

MpomexyTouHas aTTectaums MOXET BKIYaTb B cebs TeopeTumyeckne BOMpPOCH,
NO3BONSOLMNE OLEHUTb YPOBEHb MOJTYYEHHbIX 3HAHUIN U/MNN NPaKTUYeckne 3agaHusi, Nos-
BOMSAOLLME OLEHUTb CTeNEHb COOPMNPOBAHHOCTM YMEHWNI N HABbLIKOB.

[Mpn OuUEHMBaAHUM MOFYT WCMONb30BaTbCS KONMYECTBEHHbLIE WM KAYeCTBEHHbIE
LLKarbl OLIEHOK.

[nsa oueHMBaHUA pe3ynbTaToB 0Oy4Y4eHUs Npu NpoBeaeHUN MPOMEXYTOYHOW aTTe-
CTauuMm UCMonb3yKTCs creayrLmne cogepxaTtenbHble nokasarenu (hopmynmpyeTcs C yye-
TOM KOHKPETHbIX TpeboBaHUN ANCLMMIINHBI):

1) 3HaHMe HOPMAaTUBHbLIX LOKYMEHTOB, OCHOBHbIX ONpeaeneHuin, NOHATUIN N UC-
NoNb3yeMon TEPMUHOSOINMN;

2) ymMeHue npoBoauTb O0B6OCHOBaHWEe TpeboBaHMI HOPMATUBHbLIX AOKYMEHTOB W
NPaKTU4YECKNX MEP UX peanuayloLmnx C NCNOMb30BaHMEM C UCMONb30BaHNEM CepTUULK-
POBaHHbIX CPeACTB 3aLmMTbl MHopMaLUK;

3) ymeHue cBA3bIBaTbh TpeboBaHMSA HOPMATUMBHbBIX JOKYMEHTOB C MPAKTUKOW, UINJIHO-
CTpMpoBaTb OTBET NpumMepamu, B TOM 4ucrie, CO6CTBEHHbIMU, YMEHME BbISBASATbL U aHanu-
31MpOBaTb OCHOBHbIE 3aKOHOMEPHOCTU, NOSTy4YEHHbIE, B TOM YMCIIE, B XOAE BbLINOSTHEHUSA Na-
GopaToOpPHO-NPaKTUYECKUX 3a0aHWIA;

4) ymeHne 060CHOBbLIBaATb CBOM CY>KAEHUA U NPOdECCUOHANBHYI MO3MLMIO MO U3-
naraemomy BOMNpocy;

5) BRageHue HaBblkaMn MPOrpamMMMpPOBAHNA U aOMUHUCTPUPOBAHNSA KOMMbIOTEP-
HbIX CUCTEM WU CPEeACTB 3alUThbl B paMKax BbIMONMHAEMbIX NabopaTopHbIX 3a4aHum;




6) BnNageHwe HaBblkaMu NPOBEAEHNSA KOMMbIOTEPHOrO 3KCNepuUMeHTa, TeCTMpOBa-
HUS KOMMbIOTEPHBIX MOAernen anroputMoB 06paboTkn nHpopmauuu.

PasnuyHble koMBGuHaLMn nepevmcneHHblX nokasaTtenen onpeaenstoT KouTepum oLe-
HMBaHMA pe3ynbTaToB 00y4yeHUs (CHOPMMUPOBAHHOCTU KOMMETEHUUIN) Ha rocyaapCTBEHHOM
9K3aMeHe:

—  BbICOKUI (Yrny6neHHbIN) ypoBEHb COOPMUPOBAHHOCTN KOMMNETEHLNN;

—  MOBbILWEHHbIN (MPOABUHYTLIN) YPOBEHb CCHOPMUPOBAHHOCTU KOMMETEHLNN;

— noporoBbiv (6a30BbIN) ypoBEHL COOPMUPOBAHHOCTN KOMMETEHLNNA.

[nsa oueHnBaHuA pe3ynbTaTtoB 06yYeHNsa Ha rocyaAapCTBEHHOM 3K3aMeHe UCMONb3y-
eTcs 4-6annbHas wkana: «OTAINYHO», «XOPOLLO», «YAOBIETBOPUTENBHOY», «HEYOOBNETBO-
puTenbHO». [N oueHnBaHmsA pesdynbTaToB 00y4eHMsa Ha 3a4eTe UCMONb3YeTCa — 3a4TEHO,
He 3a4TeHOo Mo pesynbTaTaM TECTUPOBAHUSA.

CooTHOLEeHNe NokasaTenen, KpUTEPMEB U LUKambl OLEeHNBaHNS pe3yrbTaToB oby4e-
HWS Ha rocygapCTBEHHOM 3K3aMeHe NpeacTaBrieHo B crieaytollen Tabnuue.

KpuTepumu oueHnBaHUS KOMNeTEeHUUN U LIKana OLeHOK Ha 3a4eTe

YpoBeHb
Kputepun oueHvnBaHus KOMNeTeHuun chOpMNPOBAHHOCTH LWkana oueHok
KOMMNEeTeHLMN
O6yyvaownicss 4eMOHCTPMPYET NOMHOE COOTBETCTBUE 3HAHMNM, MoBbILEHHbIN YPO- OTnuyHo
YMEHWIA, HaBbIKOB MO MPUBEOEHHbIM KpUTepusiMm cBo6oaHO one- BEHb

pvpyeT NOHATUIAHBIM annapaToM U NPUOBPETEHHBIMU 3HAHUAMY,
YMEHUSMU, NPUMEHSIET UX NPU PELLIEHUN NPAKTUYECKNX 3aaM.

OTBeT Ha KOHTPOMbHO-N3MepUTENbHbLIN MaTepuan He NONHOCTbLIO BasoBbIl ypoBeHb Xopouuo
COOTBETCTBYET O4HOMY M3 NMEPEeYNCEHHbIX Bbille nokasaTenen,
HO obGyvaroLwuiics gaeT npaBuibHble OTBETbl Ha AOMNOMHUTENb-
Hble Bonpockl. [py 3TOM obyyaroWmMncs AeMOHCTPUpPYeT CooT-
BETCTBME 3HAHWWN, YMEHMWI, HaBbIKOB NPMBEAEHHbIM B Tabnmuax
rokasatensam, Ho gonyckaeT He3HauYuTenbHble OLNMOKN, HETOYHO-
CTW, UCMbITbIBAET 3aTPYAHEHUS MPU peLleHnn NpakTUYecknx 3a-

Jau.
Obyvarowuncs 4eMOHCTPUPYET HEMOSHOE COOTBETCTBME 3HAHWN, [MoporoBsebii ypoBEHb YpnoBneTBo-
YMEHWUN, HaBbIKOB MpMBEAEHHbIM B Tabnuuax nokasaTtensam, o- puUTENBLHO

nyckaeT 3HauyMTemNbHbIE OLLIMOKN NPU PELLEHNM NPaKTUYECKMX 3a-
Aau. Mpu 3TOM OTBET Ha KOHTPOJIbHO-U3MEPUTENbHBIA MaTepuan
He COOTBETCTBYET NOObIM ABYM M3 MepeyucrieHHbIX nokasare-
nen, obyyaroLmncs AaeT HENomHble OTBETbI HA AOMOMHUTENbHbIE

BOMpPOChHI.

OTBeT Ha KOHTpOJ'IbHO-I/I3MepVITeJ'IbHbllz mMmaTtepuan He COOTBeT- - Hey,D,OBﬂe-
CTBYyeT nodbIM TpeM N3 nepeymncrieHHbIX nokasarenemn. 06yqaro- TBOpU-
wunncs OEMOHCTPUpPyeT OTPbIBOYHbIE, cbparmeHTaprle 3HaHWA, TENbHO

gonyckaet rpyoble oLmnbku

20.3. NpumMepHbIM NepeyYeHb NPaKTUYECKNX 3agaHnN, TeM pecepaToB, TEM Npe3eHTa-
LMK, AOKNAA0B, BOMPOCOB K 3K3aMeHY

Ne CogepxaHue
Cwnctema ynpasneHus nHdopmaunoHHon 6e3onacHocTelo. Mogenb pa3paboTku, BHeapeHus, pyHK-

1 LMOHMPOBaHWS, MOHUTOPWHIA, aHanusa, Nogaepkkn 1 yrnyyleHns CUCTeMbI ynpaBneHns nidopma-
LMOHHOM 6e30MacHOCTH.

> "ocymapcTBeHHast MIHOpMaLNOHHasi CUCTEMA, KNacChl 3aULLEHHOCTN MHOPMALIMOHHON CU-
CTEMBI.

TpeboBaHusa 0 3aWwmTe UHOPMaLIMK, HE COCTaBIAIOLLEN FOCYSAPCTBEHHYIO TaliHy, coaepXallencs
B roCy4apCTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX.

MNonaTne KaTeropumn nepcoHasibHbIX AaHHbIX. N eé HOPMaTMBHO-MNPaBOBOE perynnposaHue.

OcHOBHbIe aTanbl opraHunsauunmn 06pa6OTKVI n obecneveHns 6e3onacHoOCTn NnepcoHalnbHbIX OaHHbIX.

Onpep,eneHVle YPOBHA 3alNLLEHHOCTU NepCoHallbHbIX OAHHbIX U Knaccm¢>|/||<au,vm I/IH(bOpMaLIMOH-
HbIX CUCTEM MNMepCoHallbHbIX AaHHbIX

CDOpMVIpOBaHVIe NOJINTUKN B OTHOLLEHUN 06pa6OTKVI NnepcoHasibHbIX OaHHbIX.

(Nl O |0~ W

CDOpMVIpOBaHVIe obnuka n BHEOPEHNE CUCTEMbBI 3aLLUNTbI NepCOHalIbHbIX AaHHbIX.




Ob6ecneyeHne 3awuThl nepcoHarnbHbIX AaHHbLIX B XO04€e 3Kcrniyatauun 1 npu BbiBoOe U3 aKcryarta-

9 o
Unn I/IH(bOpMaLI,MOHHOI/I CUCTEMbI NepCcoHallbHbIX AaHHbIX

TpeboBaHus 6e30nacHOCTN MHGOPMALMK NPU UCTIONb30BaHNM KPUNTOrpaduueckmx cpeacTs 3a-
LLNTBI.

10

11 Mogenb yrpo3 6e3onacHoCTu nHopmaumu.

12 Mogenb Hapywutensa 6e3onacHOCTM MHdopMauuu.

13 BaHk gaHHbIX yrpo3 6e3onacHoCcT! nHdopmaumu.

14 Bo3moxHble cnocobbl peanusaumm yrpo3 6e3onacHocTn nHdopmaumu.

15 Bugpl yuwepba 6e3onacHocTv MHOpMaLUN 1 MeTobl €ro OLEHKN.

16 KoHTponb BbinonHeHus TpebosaHnin no obecneyeHnto 6e30nacHOCTM HpopmMaLmn B rocyaapCTBEH-
HbIX MHPOPMALMOHHbBIX CUCTEMAX.

OueHka 3heKTUBHOCTN MPUHUMAEMbIX Mep 3aLUTbl NEPCOHANbHbBIX AAaHHbLIX B UH(OPMALIMOHHBIX
cUcTeMax NepcoHanbHbIX aHHbIX.

17

20.4. NMpumep 3apaaHusa AN BbINONTHEHUsA nabopaTopHon paboTbl
Na6opartopHas paboTta Ne15

KoHTponb BbinonHeHust TpeboBaHun no obecneyvyeHnto 6esonacHocTn Hdop-
MauMu B rocyaapcTBeHHbIX MHPOPMALMOHHBbIX cucTtemax. «YnpaBneHue mHdopma-
LMOHHOM 6Ge30nacHOCTLIO B onepaunoHHon cucteme Windows 10 ¢ ucnonb3oBaHMeM
JNIoKanbHbIX NONUTUK 6e30nacHOCTU»

Lenb paboTbl: npaktnyeckoe usyyeHne MeTonoB ynpaBrieHUss UHPOPMaLNOHHOM
6e30nacHOCTbIO B COBPEMEHHbIX MHPOPMALIMOHHBLIX CUCTEMAX.

BapuaHnTt Ne1. HacTtporka npasusi naposibHOW 3awuTbl BXoga B MHOOPMAaLMOHHYHO
CUCTEMY B COOTBETCTBUMN C TPebOBaHNAMM HOPMATUBHBLIX JOKYMEHTOB N KOHTPOSb UX Bbl-
NOSTHEHUS.

20.5. NMpumep KOHTPOSbHO-U3MEPUTENIBHOIoO MaTepuana

YTBEPXOARO
3aBeaytowmi kacdeapon TexHonormm ob6paboTku 1 3awmThl MHoOpMaLmm

A.A. CupoTta
. .2027

HanpaeneHune nogrotosku / cneunanbHocTb 10.03.01 MiHdopmaumoHHas 6e30nacHOCTb

Oucumnnmnua 61.0.46 OcHoBbI ynpaBneHms nHpopMaLMOHHOM 6e30NacHOCTbLIO

dopma 0by4veHna OyHoe
Bua KoHTpons ak3ameH

Bupa attectaummn [NpomexytoyHas

KoHTponbHO-uamepurtenbHbIn maTtepuan Ne 1

1. locypapcTBeHHasi UHOpPMaLUMNOHHasA cucTema, Knaccbl 3aWwmWwEHHOCTH rocyaap-
CTBEHHON MHAPOPMALIMOHHOM CUCTEMBI.

2. basoBble opraHM3aunoHHbIE N TEXHUYECKNE Mepbl 3almTbl MHpopMaumm, peanu-
3yeMble B rocy4apCTBEHHON MHAOPMALIMOHHOMN CUCTEME B paMKax ee CUCTEMbI 3aLUThbl.

lMpenogaBaTenb C.A. Banbix
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